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1 Introduction

The reliability of memory is a decisive condition for present-day digital
devices, and research of reliable methods of storing large amounts of informa-
tion on board of the spacecraft makes a lot of sense. In case of the long-
standing flash memories operation used in on-board spacecrafts’ holding
stations, properties of its semiconductor elements change. It is caused by
repeated write/delete operations as well as the influence of space radiation
and heavy cosmic particles. The aforesaid results in multiple bit errors, when
the state of considerable number of memory cells changes ([1]). While using in
flash memories on the board of the spacecraft, it is required for a code to have
simple decoding algorithm, allowing to provide high decoding speed at low
energy costs. In these situations different nonlinear code constructions can
be used. Nonlinear robust and partially robust codes have been proposed in
[2] as codes which provide equal protection against all the errors (including
multiple bit errors — data corruption in several coordinate positions of a
codeword). Such codes have fewer undetectable errors as well as errors that
are miscorrected by all codewords, than classic linear codes, which do not
guarantee error detection for multiple errors of multiplicity greater than the
code distance.

Denote by F™ the n-dimensional vector space over the Galois field GF(2)
with the Hamming distance. Let H" C F" be the Hamming code — i.e. the
linear binary perfect code of length n = 2° — 1, where s € {3,4,5,...}.
Following |3], represent the Hamming code as

H" = {(z,2 4y, |z)|z € F*7 ,y e H'Z }. (1)

Only binary codes are considered in this paper. A code D C F” of length
n and size 2F is systematic, if after deleting some n — k columns of the code
matrix all the 2¥ remaining rows of length k are different. The Hamming
code is systematic. Nonsystematic perfect codes also exist ([4]).

For any code C' C F" its detection kernel (also well-known as kernel, [2])
is the set of errors, masked by all codewords:

Kery(C)={e € F'le+ce C,Vce C}.

If Cis a linear code, then Kery(C) = C. The detection kernel of a code is its
kernel in the usual sense ([5], [6]). The term detection kernel was introduced
for consistency with another type of a code kernel. Let Algp be an error
correcting algorithm for a code D, D, be the set of errors which Algp
attempts to correct, and Algp(e,d) be the result of Algp when applied to
the distorted codeword e + d. Then a correction kernel ([2]) is the set of
errors outside De,, which are miscorrected by all codewords:

Ker.(D) = {e € F"|e ¢ D.,,Yd € D3¢’ € D, : Algp(e,d) = Algp(e’,d)}.

A conditionally detectable (conditionally miscorrected) error is undetected
(miscorrected) by not all of the codewords, but by some of them. There
are no conditionally detectable (conditionally miscorrected) errors for linear
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codes. The set of conditionally detectable (conditionally miscorrected) errors
of the code D we denote by CDE(D) (CME(D)).
A code D C F" is robust ([2]) if Kerq(D) = {0}. The error x € F"

w, There are no undetectable

masking probability is Qp(x) =
errors for robust codes and mawr(ycpn\f01)@p(r) < 1. In the general case,
such codes have high coding and decoding complexity (as compared with
linear codes). In some cases, an "intermediate" variant between linear and
robust codes is considered. A code D C F™ of size 2" is partially robust (see
[2]) if it is systematic and |Kerg(D)| < 2*. The number of undetectable
errors for such codes is greater than 0, but decreases by several orders of
magnitude in comparison with linear perfect codes. Partially robust codes
keep some structure of linear codes and can be used for the error correction,
which is more interesting from the point of view of applications to memory as
against robust codes. Such types of codes ensure a certain detection level for
all the errors, what guarantees reliability of memory protected by partially
robust codes. For any code D, its error masking probability is

Qme(D) = max (wg¢gery(p) @D (7).

Such characteristics as |Kerg|, |Ker.| and Q. allow to compare codes
efficient for multiple error detection and correction in flash memory (see [2]).

One method for constructing large class of nonlinear codes with different
properties is a switching method. A code D' = (D\R) U R’ is obtained by
switching a set R C D to R/ in a code D C F", if D’ has the same parameters
(i.e. the same length, size and the code distance) as D (see |7]). Such set R
is called a component of D. If R' = R + v; for some i € {1,2,...,n}, where
v; = (0°7110"7%) € F™, R is an i-component of D. Let o C {1,2,...,n}. The
set R is an a-component of D, if it is an i-component for any i € « (see [8]).
The first switching construction was presented by Vasil’ev ([3]).

The nonlinearity of any function f : F* — {0,1} can be measured with
the help of its derivative D,f(z) = f(x + a) + f(z), where a,z € F5. If
Pr(E) is a probability of an event E occurrence, the function f nonlinearity
is defined as

Py = malﬂaeps\{o}malﬂbe{oi}PT(DCLf(:E) =b).

The smaller values of Py, the higher the corresponding nonlinearity of f.

It is proved in [2] that the Vasil’ev code V2! where s € {3,4,5,...}, is
partially robust, [Kerg(VZt1)| = 25, Qe (V?T1) = Py. It is proved in [9]
that a generalization of the well-known classical extended Mollard code to
an arbitrary code length is partially robust, and for certain code parameters
such generalization ensures better error protection than a generalization of
Vasil’ev codes. This paper considers another well-known class of nonlinear
codes, obtained from H™ by switching method of ijk-components [8], from
the point of view of the concept of partially robustness, and properties of
the kernels of the codes from [§].
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2 The switching method of ijk-components

In [8], the method of ijk-components, letting us to do switchings of different
i- and ijk-components of H", is adduced. It is proved in [8] that for any
i € {1,...,n}, all the vectors ¢ € H", such that weight(c) = 3,¢; = 1,
generate a vector subspace R; — an ¢-component of H™. Further, the weight
of any vector z € F" we denote by wt(z).

Perfect codes are closely associated with Steiner triple systems. A Steiner
triple system of order n (ST'S(n)) is a family of 3-element subsets (triples)
from {1,2,...,n}, such that every unordered pair of elements from {1,2,...,n}
appears in the only triple. It is well-known that for any perfect code C' C F",
if 0" € C, then all the codewords ¢ € C, such that wt(c) = 3, form a ST'S(n).
If STS(n) is a Steiner triple system, corresponding to H", then for every
pair of coordinates i,7 € {1,2,...n} there exists the only k£ € {1,2,...,n},
such that (i,j,k) € ST'S(n) (by definition). If ¢ € H" is such a codeword
that wt(c) = 3,¢; = ¢; = ¢ = 1, then a vector subspace R;j;, spanned by
R; and R; is an {i, j, k}-component of H™ ([8]). A neighbourhood K (M) of
some set M C F™ is a union of spheres, each of which has the Hamming
radius equals to 1, and the center is some vector from M ([8]). The following
theorems are true.

Lemma 1. ([8]) A set M C C' is an i-component of a perfect code C' for some
i €{1,2,...,n} if and only if K(M) = K(M +v;), where v; = (0°-110"7%) €
F™.

Let Ny =25, Ny = 2% —looa(nt1),

Theorem 1. ([8]) Each Hamming code of length n can be presented as a
unton of disjoint 1jk-components Rfjk, t € {1,...,No}, i,5,k € {1,...,n}.
Each of them can be represented as a union of disjoint i-components th,
pe{l,..., N1}, t €{1,...,Na} (the same is also true for elements j and k):

N N2 Ni

t

= U= J U e
t=1 t=1p=1

Theorem 2. (|8]) If 7 is a cyclic permutation of integers i, j, k € {1,2,..n},
v:A{1,2,..,No} — {i,j,k}, N : {1,2,..., Na} x {1,2,..., N1} — {0,1} and
p:{1,2,...,Na} — {0,1} are some functions, R} is a l-component of H",
pe€{l,...N1}, 1l €{i,j,k}, then one obtains a perfect code

Nz Ny

Crwpr = JUU Ry + A D) - v00)) + 1(E) - Vr(uiey))-

t=1 p=1
Taking into account (1),
H'T ={(z.2+y |2z e F'T,y e H'T }. (2)

Lemma 2. The set R = {(z,z + (2, z,|2|), |z|)|x € F'2 2 € FnT_s} is a
{21, n — 1,n}-component of H™.
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Proof. 1t is easy to prove that the set
R={(w.a+(zz2]) le)le € P72 e FT)

is a (n — 1)-component and a n-component of H" by straightly using the
result of Lemma 1. Let us define the third element k of the triple (k,n—1,n).
A codeword from H™, corresponding to the triple (k: n — 1,n), looks like

(2,2 +1t,|2]) = (0F 110" *211), z e F"2 ,t € H"T .

Therefore, |z| = 1 and wt(z) = 1. If t #0° 2 T , the fact that wt(z) = 1 and
wt(x,x + t,|z|) = 3 implies that x —|— t= (07 11) Therefore, wt(t) = 2 -
that is not even pos&ble as te H' S 0 > € H"7 . It means that t = 0"7" ,
x = (0 7711) k= . The fact that R C H" is a (“51)-component of

H™ can be also easﬂy proven using the result of Lemma 1. Hence, R is a
{21, n — 1, n}-component of H" and R = Rn-1 O
2

n—1n"
Lemma 3. The set {((«'a',g), («',',g) + (z. 2 |2]). ]g]) g€
{0,1}} is a (n — 1)-component R,,_; C H".

Proof. To find (n— 1)-components within Rn—1 n—1n C H", consider the set
2 bl b
of ¢ € H™, such that wt(c) = 3,¢,-1 = 1. Due to (1) and (2), for any ¢ € H™:

n—1 n—3 n—=3
c=(x,z+(z, 24y, |2]),|z]),x = (1,...,2n0) EF 2 z€F 1 ;yc H 4
2
Therefore, wt(x )<3and |z|+xn 1= 1.

DIf|z]=1,2=0"7 T , there exist 233 appropriate ¢ € H™:

~3
y=0"T,z=(0""110"T _Z),i6{1,2,...,n4 1.

2) If |2| = 1, wt(x) = 2, there exist "3 appropriate ¢ € H™:

n—3

y=0"T,z=(0"110"T %),z = 0" 110"T 10" i € {1,2,..., ; 1
3) If |z| =0, zn_1 = 1, there exists the only appropriate ¢ € H™:
2
1_q —3
r=0"7 11 VY = 0T ,2=0"T
Hence, there exist exactly %52 codewords ¢ € H™, such that wt(c) = 3,¢,_1 =

1:
Wi = (07110 110" ~710,0"z ~11,0),i € {1,..., %3},
hi = (0"2,0i"110"T 1 ', )i€{1,..., 23},
hs = (0’%—11,0’%—11 1).

Therefore, a vector subspace of size 9" , spanned by h, h} and hg, where
1€
€{1,..., 22}, is of the form:
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n—3 . n—3 .
{21241 a;hi + 21:41 Bz’hl + ’Yh3’04i75i7’7 € {07 1}} =

{((Oél,OéQ,...,Oéans,Oél,OJQ,.. Qn— 377) (617627"'76" 761762)"'7ﬁ"7*37

n-3 n-3
22':41 a; + Zié1 Bi +7)a7)\ai75i77 6—3{0’ 1}} =
={((@",2',9), (z",2',9) + (2,2,]2]), [g]) ]2, 2 € F 7,9 € {0,1}} = R—1.

O

Turning over all the distinct 2/ € F*T T , one obtains cosets R, _1 within
&?mqm:ﬂ@#f+$ﬂ%@#f+xﬂyﬂ%%bmﬁq+wm
a/,a", 2 e T g € {0,1}}.

Taking all the distinct y € H ana one obtains cosets Rn_1 . within
2 9 bl

" =A{(", +9€ "9), (@ 2"+ 2", g) + (2,2 4y, [2]), 2] + |l
2/, 2", 2 e F'T ‘yeH'T ,g € {0,1}}.

n— 1

If we switch cosets ("5=)-component Rn 1 in H™ accordingly to p :

n—1ln
n—3

H™ 7 — {0,1} and cosets (n—l)—component R,_1in RanlyniLn accordingly
toA:F'T x H'T — {0,1}, we obtain the perfect code (by Theorem 2):
{((2", 2"+ 2", g+ u(y)), (@', 2"+ 2", 9) + (2,2 + y, [2[ + A", ), [2”| + 1g])]|

/2", 2 e F'T ye H'T ,g€{0,1}}. (3)

For any functions p : H'T - {0,1} and A : F'7 x H'T — {0,1}, the
codes

C,. 2 ’

n—

={((=",2" + 2", g+ uly)), (@', 2" + 2", 9) + (2,2 + y, |2|+
n—3 n—3
+A(2",y)), || + |g|)|2’ 2",z e F 7 ,ye H 7 ,g€{0,1}},

Cin" = A@sa+ (2 4y, |2] + lw) lal + Az )
lteF 7 zeFT ,yEH 1 }
and 1
C:?n = {(l‘+( 1y )) $+(272+y,|2|)7|93| + Az, 9))]
|z e F*T T 0cF"s - ,zEF%,yEHnT_g}
are perfect ones.
Further we consider only C’nT_l’n_1 Let D= CnT_l’n_l.

Let My be the code matrix of H" T - , Mp be the code matrix of D,
L = ”15 loga(n + 1), Ly = "‘2"1 logg(n + 1). Further, for the sake of
convenience, by log(n) we always mean logg( ). Remember that the size of

the systematic code H"T of length 7= 3 equals to 21.

Lemma 4. The code D 1is systematic.
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Proof. The first "> 3 columns of Mp form all the 272 7 different rows of length

”7_3, each of Wthh repeats 202t times. As H s systematic code, one

can delete log(n + 1) — 2 columns at some numbers i1, ..., jog(n41)—2 from

My to obtain all the 2L different reduced rows v, ..., yyz, of length L1
Delete from Mp the (%51)-th , (i1 + %51)-th, ..., (f1og(n+1)—2 + ™ n-1)-th,

(n — 1)-th columns, and consider the reduced codewords of D of the form

{(@, &' + 2" 0 + 2, (2 + 2"+ 2) + 3, ]2"| + )},

where #/, 2",z e F'1 ,yE{y17...,y2Ll} g €10, 1}},anda;’,wA”,ZAGFL1 are

obtained from 2/,2”,z € F"3 by deleting i1-th, ..., ij9g(n41)—2-th coordina-
tes correspondmgly. Let

a = (2,2} + 2,2} + 21, (@) + 2 + 2) + 41, 27| + |o1])
and
b= (2h,xh + b, 2% + 29, (xQ —i—x +22) + 12, |25 + |g2|)

be two reduced codewords. If o # xf, or zf # 24, then a # b. If 2} = 2f, and
z{ = b, thena =0 <

x1+zl—x2+22 2] = 22
(951+95/1/+21)+y1 (h+ai+2)+1 <= (=1 - @)
[Z{ |+ |g1] = |25] + |g2| g1 =92

Therefore, a = b if and only if the corresponding vectors x} and x}, =
and 3, 21 and z2, y1 and 92, g1 and go coincide. But the same ¢; and 3

cannot correspond to different vectors from H L otherwise, after deleting
log(n+ 1) — 2 columns from My there would be less than 21 different rows
of length L;. That cannot be true, as H'T s systematic. Therefore, y1 = 1o

if and only if the two initial codewords from H "% coincide. As all the rows
from My are distinct, one obtains distinct rows of length n — log(n + 1)
after deleting log(n + 1) columns from Mp. The number of these distinct

rows equals to 277 50 oMr L oM —log(ntl) gl _ gn—log(n+1) Therefore, D is

systematic. ([l
Let the codeword

c= (@, 2'+a", g+u(y)), (¢, 2'+2", 9)+ (2, 24y, |2[+A(=", ), |2"|+]g]) € D,

n—3 n—3 . .
for some 2/,2",z € F 1 ,y € H7,9 € {0,1}, is transmitted over a
communication channel, e = (e11,e12, €13, €21, €22, €23,€3) is an occurred
-3
1
error, €11, €12, €a1,¢22 € F 1, €13, €23, €3 E F*. Let Hsmall and Hjgrge be

canonical-form parity-check matrices of H 1 7 and H"5 from (2) respectively.

Theorem 3. Let A\ : F'T° x H'T® — {0 1} and p: H*T T {0,1} be some
nonlinear functions with Py <1 and P, < 1. The code D is partially robust,

|[Kerg(D)| =27, Que(D) < Py
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Proof. An error e is masked if and only if a distorted codeword
d = (@, 2" + 2", g+ n(y)) + (e11, e12, e13), (', 2’ + 2, g)+
+(z, 2 4y, 2l + Aa", y) + (€21, €22, €23), 2| + 19| + e3),
obtained at the output of the communication channel, coincides with some
¢= (@, &'+2", g+p(@)), (@, &+2", 9)+(Z, 244, [21+A@", 9)), |27 +1g]) € D.

Taking into account the definition of the parity-check matrix, the following

correlations are true:
4

"=a'+en, ¥ =a"+ e +en,Z=2+en+en

=y +en +e2+ e + e

=g+ len| + [er2] +e3 = (5
(1) = p(y) + ler1| + |era| +e13 +e3

(@",9) = Mz",y) + |er2| + |ea1| + e23 +e3

K

> T Q<

Honan(e11 + e1a + ea1 + e22)T = 011
Higrge(e11 + €21, €12 + €22, |en1| + |ear])T = 082
w(7) = u(y) + lerr| + |e12] +e13 +e3

AZ",9) = Ma",y) + lera| + |ea1| + e23 + e3

1. An error e is always masked by D if and only if

€11 = €12
€21 = €22 (7)
€3 = €13

e23 = |e1z| + |e21| + e1s.
The number of such errors depends on the number of different vectors

n—1

e11,€21 € Fn4_3, e13 € F! and is equal to 2" T . .2.2"T =25

IT. An error e is conditionally detectable in the following cases:

1) Conditionally detectable errors, which masking probabilities depend on
the nonlinearity of A, can be obtained if and only if

€11 + €19 + €21 + €93 = 0T
e3 = |en1] + [e12| + e13 . (8)
e12 # e
Thus,
M@, g) = A", y) + ler2]| + |ea1]| + €23 + €3 <=
)\(:E” +e11 + 612,y) + /\(x”,y) = |€12‘ + ’621’ + €23 +e3 <
Pr(X(z" 4+ e11 + e12,y) + Mz", y) = |era] + |ea1] + e23 + e3) < Py
Any error of such type is masked by D with a probability < Py. The number

n—3
of such errors depends on the number of different vectors ej1,e91 € F 1
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_ n— n—3
e13,e93 € F1 epn € FTS\{611} and is equal to 273-(2 24 -1)-2- 2T .2 =

2" (2" —1).
2) Conditionally detectable errors, which masking probabilities depend on
the nonlinearity of A and u, can be obtained if and only if
n—3 n—3
611+€12+€21+622€H4\04. (9)
Thus,
(@) = p(y) + lenr| + lerz] +e13 + e <=
Pr(p(y + e11 + ez + ea1 + e22) + pu(y) = |err| + |eiz| + ez +e3) < Py,
and
A&, g) = Ma",y) + |eia| + |ex1| + e23 + €3 <
PT()\($/,+€11+€12,y+€11+€12+621+622)+>\(z y) = ’612’+’621|+€23+€3) < Py.
Any error from this class is masked by D Wlth a probablhty < P, - Py. The

number of these errors is equal to 9" 9" 9. 2" . (% 1)-2-2=
4 +1

2%%.2%.(2T —1).

Therefore, [CDE(D)| = 2n+2=legn+1) _ 2*5 _ 9"3*  Any conditionally
detected error is masked by D with a probability less than or equal to
maxz{Py, P, - P\} = Py. In the worst case, an error is masked by P x |D|
codewords, and Q,.(D) = Py.

There are 2"% errors masked by all the codewords from D. As D is
systematic and |Kery(D)| = 2"3 < gn-log(n+l) — |D|, the code D is
partially robust. O

;17,,1_1

3 Memory protection architecture of the code C”Mi

_ n=1,_
Let D be an extended code of length n+ 1, obtained from D = C’Mf\ "
by parity checking. Codewords from D are of the form
c=(cl,c?,c3,cl,c3,¢3, c3,c4), where

c%:xlanT_S, C%:x'—l—m"EFnT_s, & =g+ u(y) € FL,

A=a4zeFT, E=2+a"+2+y e F'T, & = g+|z[+Aa",y) € F,

= |2"| + |g| € F*, 4= |2 + 19l + [yl + \Zl +u(y) + Aa",y) € F,
2z e BT ye H'T ,ge {0,1}, p: H'T — {0,1} and X : F'T" x
H'T - {0,1} are nonlinear functions. Assume that decoder received a word
¢. Let us try to correct an error, if any. The word ¢ can be "split” into parts
accordingly to the construction of the code D: & = (&},¢3,¢3, ¢, 63, G5, C3, E4).
Let e = (e%,e%,e:{’7e%7e%,eg,eg,e4) € F"*! be the error vector: ¢ = é + e
(using the maximum likelihood principle).
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Define a syndrome S = (S, Se,S3,54,S5) for locating and correcting
errors, where S; € F12 Sy ¢ FI1, 85,54, 55 € FL:

S1 = Higrge(C1+E5, G483, Ei4+-C+ (el +E5+E+E3) (G +61, e+ +a+63) T,
So = Homau(é1 + & + & + )7,
Ss = [&1] + |8 + & + & + pE + &+ & + &),
Si=|B|+ @ +B+a+NE+Ed+E8+3+8),
Ss = |e1| + [&| + 18| + 1&] + 18| + 18| + 23] + [eal.

The purpose of the following algorithm is to declare single and multiple
errors, and to correct single errors.
Let 1" be the j-th column of Higrge, where j € {1,..., 251}, pymal

be the i-th column of Hgqu, ui = (01*1,1,0%”) IS FnT_S, where ¢ €
{1,.., 22}
Algorithm for detecting/correcting errors

(1) Compute the syndrome S = (51, Sa, S3, Sy, S5) for ¢.

(2) If S = 0, no error is detected. Otherwise, there exists an error which
is detected.

(3) If S5 = 0 and at least one of Sq, Se,S3,S4 # 0, then an error of even
multiplicity is detected. Data will go without any correction.

(4) If S =0,5 =0,S53 =5,=0,S5;5 =1, flip the (n + 1)-th bit of
¢ and recalculate S. If S = 0, then a single error e = (0", 1) in the
(n + 1)-th bit of ¢ is detected and successfully corrected.

(5) If S =0, S9 =0, S3 =S54 =855 = 1, flip the n-th bit of ¢ and
recalculate S. If S = 0, then a single error e = (0"~!,1,0) in the
n-th bit of ¢ is detected and successfully corrected.

(6) If Sy = h'¥9¢ Sy = 0,535 =1, 85 =0, S5 = 1, flip the (%51)-th bit of

2

2

¢ and recalculate S. If S = 0, then a single error e = (Oanl_l, 1, OnTH)
in the (“51)-th bit of ¢ is detected and successfully corrected.

(7) If Sy = A9 S, =0, 55 =0, Sy =1, S5 = 1, flip the (n — 1)-th bit

2
of ¢ and recalculate S. If S = 0, then a single error e = (0"~2,1,02)

in the (n — 1)-th bit of ¢ is detected and successfully corrected.
(8) If Sy = hgmall | S5 =1, for i € {1,..., "2}, then either a single bit
error occurs to one of the {1, ..., "Tfl -1, % +1,...,n—2} bits of c or
an error of odd multiplicity is detected. Calculate y = ¢} + & + & +
& tui, pu(y) +p(y+ug), o = e+ +ug, A", y), Ma” +ui, y+u;).
(a) Tf Sy = Rl 4 hl%9° (u(y) + p(y+us) + A2, y) + A (@ +ui, y+

2
i), S3 = 1+p(y) +p(y+w), Se = Az", y) + AMaz" +us, y +wi),
flip the i-th bit of ¢ and recalculate S. If S = 0, then a single bit
error e = (0°~1, 1,07 1) is detected and successfully corrected.
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(b) I S = K + BT (uly) + paly + ) + A, y) + Aa”

(
uz,y+uz)) 5= 1+ u(y) + ply + ui), Si= A", y) + M +
wi,y +u;) + 1, flip the (i + 252)-th bit of ¢ and recalculate S. If

S =0, a single error e = (0° nT_?’_l, 1, 03n4+7_i) is detected and
successfully corrected.

(¢) I Sy = R 4 b9 (u(y) + u(y + wi) + Az, y) + Az

2
Ug, y+ul))a Sy = M(y) +/*L(y+ul)7 Sy = A(wﬂa y) +>\($” +ui, Y+
u;) + 1, flip the (i + 252)-th bit of ¢ and recalculate S. If S = 0,
then a single error e = (O”anl*l, 1,0%37“) is detected and
successfully corrected.
(d) 1 St = h % + P (uly) + ply + wi) + Mo, y) + A" +

uuy+uz)) Ss = u(y) +ply+us), Sa = A", y) + A" + i,y +
u;), flip the (i + #)—th bit of ¢ and recalculate S. If S = 0,

then a single error e = (Oi+3n4_5_1, 1,OnT+9_i) is detected and
successfully corrected.
(9) In the other cases, an error of odd multiplicity greater than or equal

to 3 is detected and no correction will be attempted.

If c€ D, ¢ = (&,3,8,688, 8,8, ¢,¢4) is the vector received by decoder,

e = (61,62,63,64) = c+ ¢ is an error vector, where e; = (el,e?,e3),eq =
1

(eh, €5, €3), then:

S1 ZHlarge(€1+€2+(0n U@ +el+el,y+ei+ez+el+es)+A (", y)+

(el +e3+ef +es+y)+puy)’,

52 - Hsmall(e% + 65 + 6% + e%)Ta (10)
Sy = let| + |ef] + €] +es + plet + ey + el + €3 +y) + u(y),
Si=lez| +ef| + €3 +es+ MA@ +el+el,y+er+ey+el+e3)+ + A", y),

Sy = ‘61| + ‘62’ + |€3‘ + ’64|.

For clarity, further we will represent the syndrome S depending on its
structure S = (51,52, 53, 54,55) (for example, if S = 0, write it as S =
(0%2,0%1,0,0,0)).

Lemma 5. If S = (0%2,011,0,0,1), there exist 2" — 1 error vectors
meeting the syndrom which are miscorrected by D. The only error e = (0™, 1)

s corrected, 2% . (2%3 — 1) errors are miscorrected with a probability not
_ 3
more than Py, and 95 -273-(2,H_T1 —1) errors are miscorrected by algorithm

with a probability less than or equal to P, - Py.
Proof. Let S = (072,0%1,0,0,1).
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a) If el = €% and e} + e} + €3 + €3 :0%3, then e} = €3 and (10) <

e3 = lei| + leb] + e3
n—3
Hsmall(o 4 )T = OLl
& = e (11)
le3] = e
es = |ex] + lea| + les| + 1.

The number of these errors is equal to 2" . 1.2.2"T . 1-1-1-1=2"7".
The error (0™,1) is corrected by algorithm. The other 2"3 — 1 errors are
miscorrected. .

b) If e? #£el, el +el+ef+e3 =071, then e = el + e} + e2. Therefore,
the system of equations (10) <
Higrge(el +ed et + el ed +e3 + [ed| + |ed] + €5 + e3)T = 0%
Hsmall(onT_d)T =0l
es = leg| + |ef| + ef (12)
led] + €3] +e3 +es + A" + et +e2,y) + A(z",y) =0
eq = |e1| + |ea| + les] + 1.
We obtain that

n—3 n—3
Hlmnge(e%—ke%,e%—ke%,e?+e§’+|e%\+]e%|+e%+eg)T:0L2 ~— 07 c¢H 1

— this condition is always true in this case. These errors are conditionally

miscorrected. Their miscorrection probabilities depend on the nonlinearity
n—3

of A, and their number is equal to 9% . (277
from Theorem 3,
led| +led| 4+ eb+es+ A"+ el + e y)+ A2, y) =0 —
Pr(\a" + ej + ef,y) + A(z",y) = |e3| + [ef| + €3 + e3) < P
An error from this class is miscorrected by algorithm with a probability not

more than Pj.
c) If el + el + €2 + €3 # 0, then (10) +—

—1). Repeating the arguments

(Hiarge(el + €3, €3 + €3, €3 + €3 + |e3| + |ef| + €3 + e3 + |e3] + |e}| + €3+
+€3)T:0L2
e2 cel+ed+e? —|—HnT_5\{0"T_5}
le1] + le3] + e +es + plef + ey +ef +e3+y) + u(y) =0
led] +1e3| +e3 +es+ Aa" + et +edy+ef +el+ed +ed)+
+A(2",y) =0
es = ler] + |ea| + |es| + 1.

(13)
As

Hiarge(el+e3, e1-+€3, e} +ed+es|+ef|+-ed+es+let|+]ef|+el+es)” = 072 «—
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n—3
el+edreltreied T,
this condition is always true in this case. Errors from this class are conditio-
nally miscorrected. Their miscorrection probabilities depend on the nonlinea-

n—3 2%—3
2 4 .2.971 ( T —
T4

rity of A and . The number of errors is equal to 2"

n—3 n—3

1).2.2.1:2"7“.2%.(2HT1 —-1).
As above,
1,1, .2, 2 1 2 3 _
pler +ey+ef+ex+y) +u(y) + e +lef[ +ey+e3 =0 <
Pr(p(et + ey + € +e3 +y) + u(y) = lei| + |ef| + €] +e3) < Py,

and

Ma" +ef+ef,yreitestef+ed) + A" y) + ey +lef| + el +e3 =0 =

Pr\z” +el +e2, y+el+el+et+ed)+N(2",y) = |ed|+|e2|+e5+e3) < Py.

An error from this class is miscorrected with a probability not more than

P, - P. O
Remember that hfma” is the i-th column of the matrix Hgay, 7 € {1, ..., ”T_?’},

and héarge is the j-th column of the matrix Hjgpge, j € {1,. .., ”T_l}

Lemma 6. If S = (h; plarge 4 hlmnge (N @ Fugyy ) + N2 y) + p(u +

y) + pu(y)),

R 4 (s 4 y) + p(y)s M@ + gy + ) + Mz, y), ) for some i €

{1,..., 22}, there exist " error vectors of the form e = ( gy
n+1

meeting the syndrome, which are corrected by the algorithm, ”13 (277 —1)
errors are miscorrected and "T{)’ 2t (2%3 — 1) errors are conditionally

miscorrected by D with a probability not more than Py.
Proof. For any i € {1,. ”_3}

1) If ef + ed + el +€3 = 0T , then Sy = small(OnT_g)T = 0l £ pgmall.
for any i € {1,..., 3} (by deﬁnition of Hgman)- Therefore, here we obtain
an ernpty set of appropriate errors

2) If el +eb+el+e3 #£0"T 7, then the system of equations (10) <=

Higrge(e1 + ez + (OT,A(a: +el +edy+u) + A" y) + ply +u)+
+u(y)" = T W (@ 4 g,y + ) + A y)+
2
+p(u; +y) + p(y))
e%—l—e%%—e%—l—egzu
e3 =1+ leg] + |ef| + e}
ey =1+ let| + |es| + e + A(@” +e] +ef,y +ui)+
+A@" + uiy + i)
es =1+ ler] + |ea| + les].

(14)
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a) If el + € = u;, then e} + €3 = OHT%, then (14) <
Higrge(er + e2)™ + 5790 - (M@ + wi,y + i) + Ma",y) + ply + )+
2
Fa(y)) = Rl 4 BTSN (@ + s,y + ) + A, y) + ol + y)+
2
+u(y)) .
ed+e3 =07, =el +uy
€3 = 6“;’
ey =1+ leg| + [e3| + e}
eqs =1+ |er| + |e2| + |es]-

(15)
As

Hlarge(el + 62)T + hlgﬁe : ()\(l’” + ug, Yy + ul) + )‘($”7 y) + /L(y + ul) + ,u(y)) =
2

=T hlgﬁe A" sy ) + M@ ) + e+ y) +ply) =
Hiargeler + €2)7 = h'™° <= 1+ e = (07110°7 ),
then (15) <=

_ 1
ey =e; +u;

2,2 2,1 .

e; =ef,e] = e +u;

6326‘? (16)
& = ¢

€y = 1+ |61’ + |€2| + ‘63|.

Thenumberoftheseerrorsisequalto”—_3-2%—3-1-2-1-1-1-1-1:”—_3-

1
2" There exist 23 errors between them of the form e = (0°71,1,0"77),
which are corrected by the algorithm (i € {1,..., ”T_?)}) The other errors
are miscorrected.
b) If el + e} # u;, then (14) <

n—3

Hlarge(el + 62)T + Hlarge((OLTv )‘<$” + e% + 6%, y+ uz) + )‘(x”7 y)+
iy i) ()T = R+ IS (@ iy )+
A", y) + plui +y) + p(y))

e% :ui—ke%—i—e%—{—e%

es = 1+ [er| +[ef] + ¢f

€3 =1+|ef] +lez| +ef + A(@" + e} +ef,y + ui)+
+A (@ + ui,y + )

eq =1+ ‘61| + |62’ + |€3|.

(17)
Therefore,
n—3

Higrge(e1te2)" + Hiarge (072, (2" +eq4e€7, y+u) +A (2", y)+u(y+us) +u(y)))"
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= L9 RITIC (@ A+ wiyy ) + A y) 4 pu - y) + py) =
2

Higrge(€3+€3, €3 +€3, e+ed) T = B79° (A" +el+ed, yu) + A @ g, y+us)).

2
The last correlation is true if and only if

el =e3, el+es=Aa"+el+el,y+uw)+ A" +upy+ ).

These are conditionally miscorrected errors, which miscorrection probability
n+5 n—3
(27 -

depends on the nonlinearity of A. Their number is equal to 252.274
1). Also,

e3 = 1+ [ef] + lea| +ef + A@" +ef +ef,y +w) + A@" + wi,y +u;) <
Mz 4 el + €3y +u) + Ma” +uy+u) = el Fe —
Pr(A@" +ef + ety +ug) + M@ +uiyy +wi) = ef +e3) < Py

An error from this class is miscorrected by algorithm with a probability less
than or equal to Pj. O

Theorem 4. Let D be an extended code of length n + 1, constructed by
the switching method of ijk-components from H™ using nonlinear functions

N FT x H'T - {0,1} and p: H'T — {0, 1}, with P\ <1 and P, < 1.
The code D is partially robust with \Kerd(D\ = 2"%" . The number of errors
miscorrected by all codewords is |Ker.(D)| = 2" (2n+5 +n—3)—n—1. Also,

|CME(D)| = 2n+3=leg(n+1) 4 9"5% . (n —7)+2"1" - (n—3). The conditionally
miscorrected errors miscorrection probability is less than or equal to Pjy.

n+

Proof. The fact that D is partially robust code with |Kerq(D)| = 272
follows from Theorem 3.
A multiple-bit error is miscorrected (or conditionally miscorrected) as a
single-bit error if and only if one of the next cases is true:
1) S = (0f2,0%1,0,0,1);
2) § = (012,011,1,1, 1)
3) S = (h18°,0M,1,0,1);
1) S = (R, 0,0,1,1);
) = (1 4 WS (M@ 4wy + w) + Ma") + plu +9) +
(), B+ (s + ) + (), AN+ s,y + ) + A3, ), 1), for some
ie{l,..., 43 ;
5b) S = (hlargeg + hlarge (M@ F uiy +ow) N2 y) + oply 4 w) +
H()) B+ s 4+ y) + () 1+ M@+ s,y + ) + A, y), 1), for

some i € {1,. "n23 :

bc) S = (hlarge +hlarge A" +el+e2y+el+ed+e2 +e3)+Mz",y) +
el + €3 + ¢+ e+ y) + (), B, (s 4 y) + u(y), 1+ Mo + iy +
u;) + Ma”,y), 1), for some i € {1,..., ”23};
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5d) S = (hiir& —i—hlffﬁ6~()\(J:”—Fe%+e%,y+e%+e§+e%+e%)+)\(az”,y)+
4 2

plef + e +ef +e3 +y) + ), N, u(ui +y) + p(y), M@ +ui, y +ug) +
Az",y),1), for some i € {1,..., 23

Similarly to Lemma 5, in each of the cases 1 — 4, there are 2"3 —1 errors
which are miscorrected by D, the only error (e = (0",1) in the case 1),

e=(0""1,1,0)in2), e = (0"7,1,0) in 3), e = (0"2,1,0%) in 4)) is

corrected, 2"3 . (2714_d — 1) errors are miscorrected with a probability less
_ n—3
than or equal to Py, and 2 v 2t (25 — 1) errors are miscorrected by

4
the algorithm with a probability less than or equal to P, - Py < Py.
Similarly to Lemma 6, in each of the cases 5a) — 5d), there exist ”Z errors
(0" +i-1 1 0™ ~) in 5a), (0"% =1 1,075 ~%) in 5b), (0" +i~1 1,0"2" )
in 5¢), (0 il 1,0nT+97i) in 5d), i € {1,...,22}), which are corrected

by the algorithm, 272 - (2" — 1) errors are miscorrected and n3 . 2" .
27L23 —1) errors are conditionally miscorrected by D with a probability less
y y

than or equal to Pj.

In the upshot, there exist n+ 1 errors, which are successfully corrected by
= — n+1 n
D, |[Kere(D)| = 2" - (2"T +n—3)—n—1, |CME(D)| = 2n+3-logln+1) 4

n

2" . (n—T)+2"T - (n—3). O

n—1

Remark. All the obtained results are true for the codes C’K’n and C’Z;l’”,
as well as for the other codes from Theorem 2.

4 Conclusion

An extended code, constructed by the switching method of ijk-components
from H™, is capable of correcting all the single errors and of detecting double
and multiple bit errors. The numbers of undetectable and miscorrected errors
for nonlinear codes, constructed by the switching method of ¢jk-components

from H™, are less than the corresponding numbers for the extended rnaxirnal

Ln—1
linear code. Assuming that all the errors are equiprobable, the code C’ 2 " )

being partially robust, provides better memories protection than extended
maximal linear codes in situations when a probability of multiple errors is
high, while having the same order of encoding and decoding complexity. As

n—1

distinct from linear codes, the nonlinear code C 3 " has conditionally
detectable and conditionally miscorrected errors, so detectlon and correction
of these errors depend on the message. This means that the codes from
Theorem 2 also provide better memories protection against repeating errors.

For the extended Vasil’ev code V™, the number of detectable errors is

T DB = 2t =25 (e ), [Kera(© i "l =

_ 1
|Kerg(V™)|. At the same time, |[CDE(V")| < ]CDE(C )| for any
length m > 15. The class of different codes, constructed by the switching
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method of 7jk-components from H™ is wider than the class of Vasil’ev codes.
So, using extended nonlinear codes, constructed by the switching method of
ijk-components from H™, may be advantageous.

The author is sincerely grateful to | F.I.Solov’eva | for valuable remarks and

discussions, and to a reviewer for useful comments leading to improvements

in

(1]
2]

(3]
[4]
[5]
[6]

[7]
18]

[9]

the text.

References

Z. Wang, M. Karpovsky, A.J. Joshi, Nonlinear multi-error correcting codes for reliable
MLC nand flash memories, IEEE Trans. on VLSI, 20:7 (2012), 1221-1234.

Z. Wang, M. Karpovsky, K.J. Kulikowski, Replacing linear Hamming codes by robust
nonlinear codes results in a reliability improvement of memories, Proceedings of
IEEE/IFIP International Conference on Dependable Systems & Networks, (2009),
514-523.

Yu.L. Vasil’ev, On closely-packed nongroup codes, Probl. Kibern., 8 (1962), 337-339.
Zbl 0202.50305

S.V. Avgustinovich, F.I. Solov’eva, On the nonsystematic perfect binary codes, Probl.
Inf. Transm., 32:3 (1996) 258-261. Zbl 1038.94560

F. Hergert, Algebraische Methoden fur Nichtlineare Codes, Dissertation, Technische
Hochschule Darmstadt, Germany, 1985.

S.V. Avgustinovich, F.I. Solov’eva, O. Heden, On the ranks and kernels problem for
perfect codes, Probl. Inf. Transm., 39:4 (2003), 341-345. Zbl 1154.94482

F.I. Solov’eva, Survey on perfect codes, Mat. Vopr. Kibern., 18 (2013), 5-34.

S.V. Avgustinovich, F.I. Solov’eva, Construction of perfect binary codes by sequential
translations of a-components, Probl. Inf. Transm., 33:3 (1997) 202-207. Zbl 0977.94057
D.I. Kovalevskaya, Mollard code as a robust nonlinear code, Probl. Inf. Transm., 54:1
(2018), 34-47. Zbl 1467.94065

DARYA IGOREVNA SIKERINA

STATE UNIVERSITY OF AEROSPACE INSTRUMENTATION,
BoLsHAYA MORSKAYA ST., 67,

190000, SAINT-PETERSBURG, RUSSIA

Email address: dikovalevskaya@gmail.com


https://doi.org/10.1109/TVLSI.2011.2157183
https://doi.org/10.1109/TVLSI.2011.2157183
https://doi.org/10.1109/DSN.2009.5270297
https://doi.org/10.1109/DSN.2009.5270297

	Introduction
	The switching method of ijk-components
	Memory protection architecture of the code n-12, n-1, 
	Conclusion

