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ABSTRACT. In the paper, the partially robustness of nonlinear codes,
obtained from the Hamming code by the known switching method of ijk-
components, is proven. Such codes have less undetectable (miscorrected)
errors than traditional linear error-correcting codes of the same length,
which is a great advantage for modern technologies when multiple and
repeating errors are common. An error detection and correction algorithm
for this construction is presented.
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1. INTRODUCTION

The reliability of memory is a decisive condition for present-day digital devices,
and research of reliable methods of storing large amounts of information on board
of the spacecraft makes a lot of sense. In case of the long-standing flash memories
operation used in on-board spacecrafts’ holding stations, properties of its semi-
conductor elements change. It is caused by repeated write/delete operations as
well as the influence of space radiation and heavy cosmic particles. The aforesaid
results in multiple bit errors, when the state of considerable number of memory
cells changes ([1]). While using in flash memories on the board of the spacecraft,
it is required for a code to have simple decoding algorithm, allowing to provide
high decoding speed at low energy costs. In these situations different nonlinear
code constructions can be used. Nonlinear robust and partially robust codes have
been proposed in [2]| as codes which provide equal protection against all the errors
(including multiple bit errors — data corruption in several coordinate positions of
a codeword). Such codes have fewer undetectable errors as well as errors that are
miscorrected by all codewords, than classic linear codes, which do not guarantee
error detection for multiple errors of multiplicity greater than the code distance.

Denote by F" the n-dimensional vector space over the Galois field GF(2) with
the Hamming distance. Let H™ C F" be the Hamming code — i.e. the linear binary
perfect code of length n > 3 (see [4]):

(1) H" = {(z,x +y,|z)|lz e F*T ,yc H'T }.
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A code D C F™ of length n and size 2% is systematic, if after deleting some n —k
columns of the code matrix all the 2* remaining rows of length k are different. The
Hamming code is systematic. Nonsystematic perfect codes also exist ([5]).

For any code C' C F" its detection kernel (also well-known as kernel, [2]) is the
set of errors, masked by all codewords: Kery(C) ={e € F"|le+c € C,Vee C}. If C
is a linear code, then Kery(C) = C. The detection kernel of a code is its kernel in
the usual sense ([6], [7]). The term detection kernel was introduced for consistency
with another type of a code kernel. If Algp is an error correcting algorithm for a
code D, and D., is the set of errors which Algp attempts to correct, a correction
kernel (|2]) is the set of errors miscorrected by all codewords: Ker.(D) = {e €
F*le ¢ D.,,Vd € D3¢’ € D, : Algp(e,d) = Algp(e’,d)}.

A conditionally detectable (conditionally miscorrected) error is undetected (mis-
corrected) by not all of the codewords, but by some of them. There are no conditional-
ly detectable (conditionally miscorrected) errors for linear codes. The set of conditio-
nally detectable (conditionally miscorrected) errors of the code D we denote by
CDE(D) (CME(D)).

A code D C F" is robust ([2]) if Kerq(D) = {0}. The error x € F"™ masking

probability is Qp(z) = w. There are no undetectable errors for robust

codes and max(zan\{o})QD(x) < 1. In the general case, such codes have high
coding and decoding complexity (as compared with linear codes). In some cases,
an "intermediate"variant between linear and robust codes is considered. A code
D C F" of size 2% is partially robust (see [2]) if it is systematic and |Kery(D)| < 2.
The number of undetectable errors for such codes is greater than 0, but decreases by
several orders of magnitude in comparison with linear perfect codes. Partially robust
codes keep some structure of linear codes and can be used for the error correction,
which is more interesting from the point of view of applications to memory as
against robust codes. Such types of codes ensure a certain detection level for all the
errors, what guarantees reliability of memory protected by partially robust codes.
For any code D, its error masking probability is Qmc(D) = maz u¢ker, ()@ ().

Such characteristics as |Kerq|, |Ker.| and Q. allow to compare codes efficient
for multiple error detection and correction in flash memory (see [2]).

One method for constructing large class of nonlinear codes with different proper-
ties is a switching method. A code D’ = (D\R) U R’ is obtained by switching a set
R to R in a binary code D C F", if D’ has the same parameters as D (see [8]).
Such set R is called a component of D. If R' = R + e; for some i € {1,2,...,n},
where e; = (07110"~%) € F”, R is an i-component of D. Let o C {1,2,...,n}. The
set R is an a-component of D, if it is an é-component for any i € a (see [3]). The
first switching construction was presented by Vasil’ev ([9]).

The nonlinearity of any function f : F°* — {0,1} can be measured with the
help of its derivative D, f(z) = f(x + v) + f(z), where v € F*. If Pr(E) is a
probability of an event E occurrence, the function f nonlinearity is defined as Py =
MATyeFs\ {0} MATpe (0,1} Pr(Dy f(x) = b). The smaller values of Py, the higher the
corresponding nonlinearity of f.

It is proved in [2] that the Vasil’ev code V25+1 is partially robust, |Kery(V2511)| =
25, Qme(V* 1) = Py. Tt is proved in [10] that a generalization of the well-known
classical extended Mollard code to an arbitrary code length is partially robust, and
for certain code parameters such generalization ensures better error protection than
a generalization of Vasil’ev codes. This paper considers another well-known class
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of nonlinear codes, obtained from H™ by switching method of ijk-components [3],
from the point of view of the concept of partially robustness, and properties of the
kernels of the codes from [3].

2. THE SWITCHING METHOD OF jk-COMPONENTS

In [3], the method of ijk-components, letting us to do switchings of different i-
and ijk-components of H", is adduced. It is proved in [3] that for any i € {1, ...,n},
all the vectors v € H™, such that weight(v) = 3,v; = 1, generate a vector subspace
R; — an i-component of H™. Further, the weight of any vector x € F™ we denote
by wt(z).

Perfect binary codes are closely associated with Steiner triple systems. A Steiner
triple system of order n (STS(n)) is a family of 3-element subsets (triples) from
{1,2,...,n}, such that every unordered pair of elements from {1,2,...,n} appears in
the only triple. It is well-known that for any perfect binary code C C F, if 0™ € C,
then all the codewords ¢ € C, such that wt(c) = 3, form a STS(n). If STS(n) is
a Steiner triple system, corresponding to H™, then for every pair of coordinates
1,7 € {1,2,...n} there exists the only k € {1,2,...,n}, such that (i,j,k) € STS(n)
(by definition). If v € H™ is such a codeword that wt(v) = 3,v;, = v; = v = 1,
then a vector subspace R;ji spanned by R; and R; is an {1, j, k}-component of H"
([3])- A neighbourhood K (M) of some set M C F™ is a union of spheres, each of
which has the Hamming radius equals to 1, and the center is some vector from M
([3]). The following theorems are true.

Lemma 1. ([3]) A set M C C is an i-component of a perfect code C for some
i€{1,2,...,n} if and only if K(M) = K(M + e;), where e; = (0°=110"~%) € F".

Theorem 1. ([3]) Every binary Hamming code of length n can be presented as a
union of disjoint ijk-components Rfjk. Each of them can be represented as a union

of disjoint i-components th (the same is also true for elements j and k):

Nz N2 N1
n __ t pt
= Ry = U R
t=1 t=1p=1

where N1 = 2an3, Ny = 2542 —loga(nt1)
Theorem 2. ([3]) Ifv:{1,2,...,No} — {i,5,k}, A : {1,2,..., No} x {1,2,..., N1 } —
{0,1} and pu : {1,2, ..., No} — {0,1} are some functions, and 7 is a cyclic permutation
of integers i, j and k, one obtains a perfect code

N> Ni

Cown = | JI (RLy + AED) - vu1)) + 1) - Vr(uiey))-

t=1 p=1
Taking into account (1),

(2) H

n

T = {(z,2+1y,|2])|z € F%,y € H%}

Lemma 2. The set R = {(z,2+(z,2,|2|),|z|)|zs € F*T ,z e F*T } is a {2L n—
1,n}-component of H™.

Proof. 1t is easy to prove that the set R = {(z,z + (2, z,|2]), |z])|z € F'z 2 €
FnT_g} is a (n — 1)-component and a n-component of H™ by straightly using the
result of Lemma 1. Let us define the third element & of the triple (k,n — 1,n).
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A codeword from H™, corresponding to the triple (k,n — 1,n), looks like (x,z +
t,|z]) = (0F~ 110" k- 211), where z € F*z ,t € H"z . Therefore, |z| = 1 and
wt(x) = (z) = 1 and wi(x,x +t, |z|) = 3 implies that
x+t= (0%*11). Therefore, wt(t) = 2 — that is not even possible, as t € H"F,
0"z" € H"z . It means that t = 0"=, 2 = (07 ~11), k = 2=1 The fact that
R={(z,2+ (2, 2|z|),|z))t e F*= ,z e F*T } C H" is a (2 75)- component of H"
can be also easily proven using the result of Lemma 1. Hence, R is a ,n—1,n}-
component of H™ and R = RnT—l (]

n—1ln*

Lemma 3. The set {((z/,2',g), (x',2,9) + (2,2, |2|), |g])|2’, 2 € F*T",g € {0,1}}
is a (n — 1)-component R,_; C H™.

Proof. To find (n — 1)-components within RnT_177L_1,n C H™, consider the set of
v € H™, such that wt(v) = 3,v,-1 = 1. Due to (1) and (2), for any v € H": v =
(x,z+ (2,2 + v,]|2]), |z|), where x = (xh...,an_l) €eF'T zeF'T yec HT.
Therefore, wt(x) < 3 and |z| + Tuoa =1

1) If |z2| = 1, 2 = 0"%, there exis =0T,z =
( - 7i)7i€{1727"'7nT_3}'
2) If |z| = 1 wt(x) = 2, there exist ; appropriate v € H" : y = OHT_S,Z =

(0~ ), 2 =0"110" 'ze{12 2
3)If|z| =0, Zn_1 = 1, there exists the only approprlatev €eH": z=

n—3

0“7,z = 0"7 . Therefore, there exist exactly ; codewords v € H", such that
wt(v )—3,vn 1=1

= (0110 -1ygnFt-i-1p, 0% T 1,0)0 € {1,..., 252,
= (0"z",0i 110" 110"z ~i— 11,0),16{1»~~-,"T3}7
hs = (0"7 ~11,0"7 11, 1)

hé

Therefore, a vector subspace of size 27, spanned by hi, h% and hs is of the form:

{21:41 a;hy + 22:41 Bihy + vhs|ai, B,y € {0,1}} =
= {((a17a2""7a%7a17a2a"'704%77)’(61752)'"aﬂ"‘z?’aﬂlvﬁQa"'aﬁ%7

n—3

ST it X8 B )l 87 € {0,11) =
= (@2, 9), (&2 g) + (2,2, 2]), [g)la’, 2 € ™3 g € {0,1}} = R

Turning over all the distinct z” € F%, one obtains cosets R,,_; within
Roca oy, ={((2, 2" +2",9), (¢, 2" + 27, 9) + (2, 2,[2]), [2"] + |g])]

|2/, 2", z e F*7 g € {0,1}}.
Taking all the distinct y € H %, one obtains cosets R a1 within

,n—1.n

" =A{((a", 2" + 2", g), (@, 2" + 2", g) + (2,2 +y, |2]), 2] + |g])]
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>+ )-component Ry in H" accordingly to p: H"5~ —

If we switch cosets (2 n—1n

accordingly to A : F*T x

n—1ln

H"T - {0,1}, we obtain the perfect code (see Theorem 3):

{0,1} and cosets (n — 1)-component Rn,l in Ros

3" =@ a2 g+ py), (2,7 2 g) + (2w lE] + A y)),

(3) [ + gDl 2",z € B3,y € H'S g € {0,1}}.
For any functions p: H* % — {0,1} and A: F'T° x H'T — {0,1},
Cii" =A@z + (22 +y, |2l + p), 2] + Az, v))|
lxeF's 2 e F' i, yc H'T}

and

n—1 n
Cud’ :{(1’+( yae )) I+(z,2+y,\2|),lx\+/\(Z7y))|
lreF*"T 0 F sl e F"T ,yec H' T}

are perfect codes.

Remember that the systematic code H"T of length == 3 has ”—J“r’ —loga(n+1)
information symbols and logs(n + 1) — 2 redundant symbols Further for the sake
of convenience, by log(n) we always mean lng( ). Let My be the code matrix of

H%, and M¢ be the code matrix of C 2 '

n—1

n=1 ,_
Lemma 4. The code C’ 3 s systematic.

Proof. The first 2= Columns of M form all the 277 dlﬁerent rows of length
”23, each of Wthh repeats 272 32 —log(n+1) times. As H™T is systematic code, one
can delete log(n + 1) — 2 columns at some numbers i1, ..., iog(n+1)—2 from Mg to
obtain all the 23~ ~1°9(n+1) different rows of length 245 _Jog(n+1). Denote these
obtained reduced rows as y1, ... Yy mE5 tog(nin) -

Delete from Mc the (251)-th, (i1 + 251)-th, . (Zloq(n+1) o+ 252)-th, (n—1)-
th columns, and consider the reduced codewords of C’ of the form {(«/, 2"+

2" 'z, (404 2) g, 2" [ +lgl) o, 2 € B g e {yr, Yyt g 119 €
{0,1}}, where 2/,2" % € F*—log(n+1) are obtained from x’,:c”, z € F*T° by
deleting i1-th, ..., 4j5g(n41)—2-th coordinates correspondingly. Let v; = (xf,  +
@@ + 2, (@ + a4 2) + G |07 + |gl) and o = (25, 2 + 07, 2 + 25, (@ + 2 +
Zj) + 9, |77 +1g;]) be two reduced codewords. If 2} # z; or z} # ], then v1 # va.

A /) —
If #; = 2 and zj =z, then vy = vy <=

,nl

Ttz =2+ z Zi = 2;
(4) (i +af +4)+9i = (2 + 2]+ 25) +4;, < (V=Y
|27 + gil = |51 + 1951 9i =g

Therefore, v; = vo if and only if the corresponding vectors x} and 1’ , 2 and 1’
z; and z;, ¥; and 9, g; and g] coincide. But the same 9; and y; cannot correspond to

different vectors from H "%~ — otherwise, after deleting log(n+ 1) — 2 columns from
Mz there would be less than 2 2 ~log(n+1) gifferent rows of length 25 —Jog(n+1).

That cannot be true, as H 7 T s systematic. Therefore, 9; = ¥ if and only if the two
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initial codewords from H"7  coincide. As all the rows from M. g are distinct, one
obtains distinct rows of length n —log(n+1) after deleting log(n+1) columuns from
M. The number of these dlstlnct rows equals to 272 200" L gt —log(ndl) L9l -

gn—log(n+1) Therefore, CH 2 Fn-l is systematic. O

Let ¢ = (2, 2" +a”, g+p(y)), (' ' +", 9) + (2, 24y, [z[+ A", ), [+" ] +9]) €
C’M’T/\’nf1 is transmitted over a communication channel, and e = (e11, €12, €13, €21,

n—3 1
€92, €23, €3), where e11,€12,€21,e22 € F 1 | e13,ea3,e5 € F!, is an occurred error.
. . . n—3
Let Homan and Higrge be canonical-form parity-check matrices of the codes H ™=
n—1 .
and H = from (2) respectively.

Theorem 3. Let A : F'T° x H'T — {0,1} be some
nonlinear functzons with Py <1 and P, < 1 respectwely, where P, < % — 1. The

— nol - n
code CM)\ Uis partially robust, [Kerq(C 3~ 1)| = 2"7, Qme(C,
Py - PM + Py.

,n 1)

Proof. An error e is masked if and only if a distorted codeword ¢ = ((2/, 2’ +", g+
1(y)) + (€11, €12, €13), (2, 2"+ 2", 9) + (2, 2+ y, [2] + AMa”, y)) + (e21, €22, €23), 2] +
lg| + e3), obtained at the output of the communication channel, coincides with
some ¢ = ((,&" +2",9 + u(y)), (@, 2" +2",9) + (2,2 + 4, 2] + M@, 9)), |2"] +
lg]) € C;ZT; s Taking into account the definition of the parity-check matrix, the
following correlations are true:

T =a'"+e, 2" =x"+e1 +e,Z=2+e11 +ea
J=y+ei +e2+en+exn

(5) g=g+lenn| + ler2] + €3 =
(@) = pu(y) + lenn| + lerz| +e13 + e
M@, g) = Ma",y) + lexa] + [e1] + eas + €3

Hmai (€11 + €12 + €1 + €92)T = 05" ~log(n+1)
Higrge(e11 + ea1,e12 + €29, le11| + lea1])T
w(@) = p(y) + lewr| + lerz| +e13 +e3

AE",g) = Mz, y) + [erz| + |ea1| + e23 + e3.

(n+1)

(6) —

n-1 ,_
I. An error e is always masked by Cﬂj "1 if and only if

€11 = €12

€21 = €22
(7) _

€3 = €13

ea3 = |e1z| + |ea1] + e1s.

The number of such errors depends on the number of different vectors ey1,e21 €
FHT%, e13 € F! and is equal to 277 . 2.2 = 2%

II. An error e is conditionally detectable in the following cases:
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€11+ e12 + €21 + €22 = 0"
(8) e3 = le11| + |eia| +e13
e12 # e11-

These are conditionally detectable errors, which masking probabilities depend
on the nonlinearity of A\. Thus, \(Z”,7) = A", y) + |e1a| + |e21| + ea5 + e3 <—
)\(.I + e11 + €12, ) + )\( Y ) |€12| + |€21| + e93 + €63 < P?"()\(JJN +e11 +
e12,y) + A", y) = |e12| + |ear| + e23 + e3) < Py. Any error of such type is masked

y C’K "1 with a probability less than or equal to Py. The number of such

: n—3
errors depends on the number of different Vectors 611,621 € F' 7, ei3,e93 € FL
n+1

e12 € F*7 \{e11} and is equal to 2”773~(2 E —1).2.2" .2 =2" . (2"F —1).

2)
(9) €11 + €12 + €21 + €22 € I{nTis\OnTi3

These are conditionally detectable errors, which masking probabilities depend
on the nonlinearity of A and p. Thus, u(g) = p(y) + lenr] + |ew2] + e13 + e3 <~
Pr(p(y+ein+eia+ea+ean)+pu(y) = |err| +|ez| +eis+e3) < Py, and A2, 7) =
A", y) + |ei2] + |e21]| + €23 + e3 <= Pr(Aa” +ei1 + e,y + e +e12+ea +
622) + )\(z y) ler2| + |e21| + e23 + e3) < Py. Any error from this class is masked

C 2 o ! with a probablhty less than or equal to P, - Py. The number of these

—3

errors is equal to 2"7 T (% 1)-2.2=2".2". (2714%1 -1).
Therefore, |C’DE(C Hn= 1)\ = gnt2-log(n+1) _9®5= _9"3%  Any conditionally
detected error is masked by sz)\ Hnl with a probability less than or equal to
Py + P, - Py. Therefore, Qpn.(C Hgl "N = Py P, + P
There are 27 errors, which are masked by all codewords from C:?\l "1 As
C’:E\l’n_l is systematlc and |Ke7"d(Cn T = 2" < gn—log(ntl) = |C:E\1 e
the code Cﬂ’ 3 s partially robust. O

~n=l
3. MEMORY PROTECTION ARCHITECTURE OF THE CODE C, 3 "
==l n—1 . n-l 1
Let C’Hi """ be an extended code of length n + 1, obtained from C’uf\ "

_n=1,_
by parity checking. Codewords from szA "1 are of the form ¢ = (et =2/, =

¥+’ =g+ply),cd=a"+zcE=2"+2"+z+y,c3 =g+ ]|z + Aa",y),c3 =
"] +lgl, ea = 2" + lg| + [y] + |2 + u(y) + A", y)), where o', 2", 2 € F'5y e
H*T ge{0,1}, p: HT T x H"T" — {0,1} are nonlincar
functions. Assume that decoder received a word ¢. Let us try to correct an error,
if any. The word ¢ can be "split” into parts accordingly to the construction of the

_n-1
code €, 3 et
F™*! be the error vector: ¢ = ¢ + e (using the maximum likelihood principle).

Dx_(xl 22 %3 ~1 22 23~ = (1.2 .3 .1 2 .3
:¢=(¢1,67,0¢,05,C5,05,C3,Cq). Let e = (e7, €7, €7, €3,€5,€5,€3,€4) €
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Define a syndrome S = (51, S, S5, 54, S5) for locating and correcting errors:

~2 ~1

S1 = Hiarge(¢1+83, 61+, 8+ 8+ (@] +E+ 3 +6) +AE +8, e+ e +3 +63)) 7,

S2 - Hsmall(éi + éé + E% + ég)Ta
Sz = |&1| + || + & + s + (e + & + & + &),
Sy =G| + 16|+ & + 3+ @ +E,61 + 8 + 6 +83),

S5 = |e1] + |e5] + [e5]| + |G| + &3] + &3] + [Es] + [Eal-

The purpose of the following algorithm is to declare single and multiple errors,
and to correct single errors.

1)

Algorithm for detecting/correcting errors

n+1 —log(n+1) 52 E Fn+5

Compute the syndrome S = (S; € F —log(n+1) g, ¢
Fl,S4 S Fl,S5 S Fl) for ¢.

If S = 0, no error is detected. Otherwise, there exists an error which is
detected.

If S5 = 0 and at least one of Si,59,53,54 # 0, then an error of even
multiplicity is detected. Data will go without any correction.

IfS; =0,5 =0, S3=295,=0,85; =1, flip the (n + 1)-th bit of ¢ and
recalculate S. If S = 0, then a single error e = (0™, 1) in the (n 4 1)-th bit
of ¢ is detected and successfully corrected.

IfS; =0,5,=0,53 =54 =855 = 1, flip the n-th bit of ¢ and recalculate S.
If S = 0, then a single error e = (0"~!,1,0) in the n-th bit of & is detected
and successfully corrected.

Ifs, = hl,i"ge S,=0,59=1,58,=0, S5 =1, where hlarfe is the (%5 L)-th
column of HlaTgp, flip the ("5~ ) th bit of ¢ and recalculate S.If S = 0, then

a single error e = (07_1, 1, 0 ) in the (25%)-th bit of ¢ is detected and
successfully corrected.

If S, = hl%79¢ Sy =0, 83 =0, 5, = 1, S5 = 1, flip the (n — 1)-th bit of
¢ and recal2culate S. If S = 0, then a single error e = (0"~2,1,0?) in the

(n — 1)-th bit of ¢ is detected and successfully corrected.

If Sy = himall) S5 =1, where i € {1,..., 22} and A is the i th column
of Hgpmair, either a single bit error occurs to one of the {1, .. -1, %= Ly

1,...,m — 2} bits of ¢ or an error of odd multiplicity is detected Denote by

€ the vector (0°~ ~i) e F"7. Calculate y = &} + & + & + & + ¢;,
wy) + uly +ei), 2 =& + & + e, Ma",y), Aa" + e,y +ei).

(a) 16 83 = B 4 BT (u(y) + uly +0) + A", 9) + A +ex,y +e0)),
Sy = 14 u(y) + ply + ), Sa = Ma",y) + Ma" + e,y + e;), flip
the i-th bit of ¢ and recalculate S. If S = 0, then a single bit error
e; = (0°71,1,0"~ 1) in the i-th bit of ¢ is detected and successfully
corrected.

(b) If Sy = B0 AT (uly) + ey ea) + A (", y) + A2 +eis yteq),

S3 =1+ u( j) + iy + ei), Si = A", y) + Ma” + er,y + ei) + 1, flip
the (i + 22)-th bit of ¢ and recalculate S. If S = 0, a single error

= (0i+"7°

€ n=3 ’i) is detected and successfully corrected.
4
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() Tf Sy = M 4 W - (uly) + n(y +e0) + M@, y) + A" + €5,y +€4)),

2
Sz = pu(y) + ply+ei), Se = MNa",y) + A" + e,y +e;) + 1, flip the
(i + %5%)-th bit of ¢ and recalculate S. If S = 0, then a single error

n+3 _

n—1

Ciynzt = (072 ~1,1,07= ~%) is detected and successfully corrected.
(d) If S = h“f% +hlff§e-(u(y)+u(y+ei)+x\(w”,y)+A($”+ei,y+ei)),

Sy = p(y)+ply+ei), S = Ma", y)+A(@"+e;, y+e;), flip the (i+32)-
th bit of ¢ and recalculate S. If S = 0, then a single error Cjyons =

(07 #5721 1,0™° %) is detected and successfully corrected.

(9) In the other cases, an error of odd multiplicity greater than or equal to 3
is detected and no correction will be attempted.

n—1
=07t n—1
7 N _(fl A2 3 sl 22 23 s 2y :
ItceC,3 , ¢ = (6,6,8,¢65,65,0,¢3,C4) is the vector received by decoder,
— — (ol o2 .3
e=(e1 = (e1,€t¢

$),ea = (ed,€2,€3),e3,e4) = ¢ + ¢ is an error vector, then:
S1 = Higrgeler + €2 + (Oanl_l, Mz +el+ety+el +ed+el+ed)+ A", y)+
+uler +ey +ef +e3 +y) +uy)"
(10) Sy = Homan(el +e5 + e +€3)7,
Ss = let] + |ef] + € + es + pler + ez + ef + €3 +y) + u(y),
Sy=les| + el +es+es+ A" +el +el,ytel+es+eltes)+ + Az y),
S5 = le1] + |ea| + [es| + [e4].

For clarity, further we will represent the syndrome S depending on its structure
S = (51,52, 53,54,S55) (for example, if S = 0, write it as S = (OHTH*ZOQ(”H)
0" —log(n+1) 0 0, 0), etc...).

)

n

Lemma 5. If S = (0" ~log(n+1) =3 ~leg(nt1) 0 0,1), there exist 2"= —1 error

_n=1 .,
vectors meeting the syndrom which are miscorrected by C’#f\ P The only error
e = (0",1) is corrected, 2" - (2"7" — 1) errors are miscorrected with a probability
_ n—3
= (32 — 1) errors are miscorrected by algorithm

not more than Py, and 2" .2
4
with a probability less than or equal to P, - Py.

n+1 n+5

Proof. Let S = (072 ~teg(ntl) 5 —leg(n+1) 0 1).
a) If el =e? and e + el + €2 + €2 = 0”7, then es =2 and (10) —

€3 = leil + lez| + es

Hsmall(onTia)T = 0#7log(n+1)
(11) ef = e3

le3] = lei

eq = lex] + |ea| + |es| + 1.

The number of these errors is equal to 2" .1.2.2"7 .1-1-1-1= 2" The
error (0™, 1) is corrected by algorithm. The other 2"%" — 1 errors are miscorrected.
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b)If e £ el el +el+e2+e2=0"7, then €2 =e! + el + €2 and (10) <

Higrge(el + el el +ed el +e3 + |ed| + ef| + €3 +e3)T = 07 —log(n+1)
Hsma”(O"T’S)T _ O”f’ —log(n+1)
(12) qes = lef| + |ef| + e
led| + €3] + €3 + ez + A" + el +e2,y) + Az",y) =0
es = le1] + |ea| + |es| + 1.

We obtain that Hyayge (el +€b, el +eb, e3+ed+|eb|+|e2|+ed 4e5)T = 0"z ~leg(ntD)
< 0"T € H"T - this condition is always true in this case. These errors
are conditionally miscorrected. Their miscorrection probabilities depend on the
nonlinearity of A, and their number is equal to 22 - (2"3° — 1). Repeating the
arguments from Theorem 3, |e3|+|e3|+e3+es+ A (2" +ei+e,y)+A (2", y) =0 —
Pr\z” + et + et y) + Ma",y) = |ed| + |€2| + €3 + e3) < Py. An error from this
class is miscorrected by algorithm with a probability not more than Pj.
c) If ef + el +e3 + €3 #0, then (10) —

Higrge(el +e3,e2 +¢e2,e3 + €3 + |ed| + €3] + €3 + e3 + |el| + |e?| + e+
+63)T — g3t —log(n+1)

e3 € el +ed + €2 +H%\{0"23}

(13) < let] +[ef] + e} + ez + plef +e5 +ef +e3 +y) +uly) =0

led| + €3] + €3 + ez + Aa” + et + e, y+ef +ed +e3 +e3)+

A" y) = 0

es = le1] + |ea| + |es| + 1.

L1 2.2 3, .3 1 2 3 1 2 3 T _
+Als Higrge(eq +e3,e7 +e3,e7 +e5 + |eg| + |e7] ;i— es+es+|er|+ef| +ef+es)t =

n n— . oy . .
077 ~logntl) = el el 4 e? 4 €3 € H™7 , this condition is always true in
this case. Errors from this class are conditionally miscorrected. Their miscorrection

probabilities depend on the nonlinearity of A and p. The number of errors is equal
n—3 n—3

to 250 25 2. 27T (2 —1)-2-2- 1= 2" 2" (2 1),
4 4
As above, pfeq +e; + el +e§ +y) + u(y) +leil el +ef +es =0
Pr(p(er +e3 + i + €3 +y) + u(y) = ler] + [ef] + eF + e3) < Py, and A" +ep +
eh,y+ertestef+e3)+Aa",y)+les| +lef[+ed+es =0 <= Pr(\@”+ej+
e2,y+el +el+e2+ed)+Aa",y) = led| + |e2| + €3 +e3) < Py. An error from this
class is miscorrected with a probability not more than P, - Py. ([

Let hfm“” be the i-th column of the matrix Hgy,qy for some i € {1,..., "T_?’},
and hﬁwge be the i-th column of the matrix Hjgyge-

Lemma 6. If S = (h*9° + B4 - (2" + i,y + i) + M@, y) + palei +9) + 1(y)),
2
Rmal 4 pe;+y) 4+ p(y), Mz +ei, y+ei) + X", y), 1), for somei € {1,..., "7_3},

. _ n—3 . 3n47 _ . .

there exist ”T3 error vectors of the form e = (0"t 71 1,071 ~%) meeting the
. . _ nt1 .

syndrome, which are corrected by the algorithm, "T3~(2 1 —1) errors are miscorrec-

n+5 n—3 n;’nfl

_ 1
ted and "T*?’ <272 - (277 — 1) errors are conditionally miscorrected by CLA

with a probability not more than Pj.

Proof. For any i € {1,..., "T_?’}:
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1) Ifelded+e+e2 =0"7, then Sp = Hypau (07 )T = 0"5 ~log(nt) o£ psmall
for any i € {1,..., ”T*B’} (by definition of Hgpqau). Therefore, here we obtain an
empty set of appropriate errors.

2) Ifel +ed+e2 +e3 # 0", then (10) =

Hlarge(el + €2 + (Oan?’a)‘(ajN + 6% + 6%79 + ei) + )\(x”ay) + :U/(y + ei)+

Hu(y))T = R+ BT (M@ + ey +es) + A y)+

2
e +y) + u(y))
eites+el+el=e¢

 qrrErAter,
e3 =1+ le| + [ef| + e}
e3 =1+ |el] + le] +ef + A(z" +ef +ef,y +e)+

+A(@" + ey + ;)
es =1+ ler| + [e2] + [es].

a) If el + €3 = ¢;, then el + €2 = 0”7, then (14) <=

Hlav"ge(el + 62)T + hljﬁe : (A(xﬂ + €Y + ei) + )‘(muv y) + ,u(y + ei)+
2
+uly)) = 9 RN (A2 + ey + e) + M@, y) + ple; +y)+
2
+1(y))
n—3
(15) ed+e3=071 el=el+e
€3 = 6%
e3 = 1+ |eg] + |e3| + e}
es =1+ ler| + [e2] + les].

AS Hiarge(er + )" + R85 (\@ + ey + ) + M@, 9) + iy + ) + ply) =
= hliarge + hlgge ) ()\(37// + €Y + ei) + )\(ZE//, y) + M(el + y) + /J/(y)) — Hlarge(el +

e2)" = hi""9 = e1+ex = (077110 ), then (15) <=

— el
ey =e7te;

e% :e%,e% :e}—i—ei
(16) e3 = e
€3 = ef

es =1+ ler| + [e2] + [es].

The number of these errors is equal to "T_?’ 25 1.2-1-1-1-1-1= % 28,

There exist "T*S errors between them of the form e = (0°=!,1,0"%), which are
corrected by the algorithm (i € {1,..., 252}). The other errors are miscorrected.
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b) If e} + e? # e;, then (14) <

Hlarge(el + 62)T + I—Ilu,rge((onT73 ) A(-’L‘H + 6% + 6%7 y + ei) + )‘(IH7 y)+
+ply + e) + p()" = h RS (N@ + ey + )+
2
+A(@",y) + plei +y) + u(y))
(17) e%zei—i—e%—&—e%—l—e%
e3 =1+ |eg] + |eF] + €]
e3 =1+ ei| + ezl + e + A" +el +ef,y+ei)+
A +eiy + )
es =14 ler| + [e2| + [es].

Therefore, Hiqrge(€1 +62)T+HlaTge((0nT4’,)\(:I:”—&—e}—i—e%, y+e)+ ", y)+u(y+
er) + ()T = B+ BT (M@ +eq, y + e0) + M@ y) + ples +y) +p(y)) =
2
Hiarge(e? +e3,¢i +¢3, ef +e3)" = R0 (M@ +ef +ef, y+ei) + A2 +ei,y+er)).
2
The last correlation is true if and only if e? = €3 and e} + e = A(a” + e} +
e2,y +e;) + Az"” + e;,y + e;). There are conditionally miscorrected errors, which
miscorrection probability depends on the nonlinearity of A. Their number is equal
n+5 n—3
to 253 .27 (2" —1). Also, €3 =1+ el |+ |ed| + B+ Na" +el +e2y+e)+
Ao +eiy+e) <= M +ej+ef,yte) A" +e,yte)=el+e) <
PrM(z" +el +e2,y+e;) + Ma" + e,y +e;) = e +e3) < Py. An error from this
class is miscorrected by algorithm with a probability less than or equal to Py. O

n—1

Theorem 4. Let C’ ’ be an extended code of length n + 1, constructed by
the swztchmg method of i5k- components from H™ using nonlmear functions X :
F T xH"T - {0,1} and p : H* T El {0,1}, with Py <1 and P, <1 respectwely,

_n—1 _ _
where P, < P% —1. The code C’Mi s partially robust with |Kerq(C 2}\ e )| =

2" . The number of errors miscorrected by all codewords is |Kerc(C’H§ ’n_1)| =
2" (2" +n—3)—n—1. Also, [CME(C,3 " ") = P .(n—
)+ 2" (n —3). The conditionally mzscorrected errors miscorrection probability

is less than or equal to Py - P, + Pj.

Proof. The fact that C_':’T;’nfl is partially robust code with |Ke7“d(C_':’7’jl’n71)| =
2”7 follows from Theorem 3.

A multiple-bit error is miscorrected (or conditionally miscorrected) as a single-bit
error if and only if one of the next cases is true:

1) § = (0% ~looln), ™7 ~leo(n 1), 0,0,1);

n+5

2) S — (Oi—log(n-ﬁ-l),() 4 _ZOg(7l+1),17171);
3) § = (hlarge o™i —loa(nt1) 1 0, 1);
2
4) S — (hlarge 0%—109(”"‘1) 0,1,1);
)

5)a)s = (hﬁ”ge+hﬁﬁe-(>\(x +ei, yte) M@ y)+ulei+y)+uly)), himH 14
ples +1y) + p(y), Mz” er e,y +ei)+ Az, y),1), for some i € {1,..., "T’?’};

b) S = (W2 +h1E (Ma 2 e e Myl +ed) ), B 1
ples +y) + m(y), L+ X" + e,y +e;) + A2, y), 1), for some i € {1,..., "T_S};
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c) S = (hl*9e 4 hlT9e (N2 + e} + €3,y + el +eh+ e +e3) + A, y) + plel +
2
ey +ei+e3+y) +u(y)), Rl pe; +y) + p(y), 1+ A2 + e,y +e) + Az, y), 1),

n—3

for some i € {1,..., 2= };
d)Sz(hl”g" R (Mo el ety el ted +ef +ed) + A (2 y) + pled +
e§+6?+62+y)+u( ))7hfm‘1”,u(ei+y)+u(y)7k(x +ei,y+ei)+A(x ", y), 1),

n—3

for some i € {1,..., 2=

Similarly to Lemma 5, in each of the cases 1 — 4, there are 2”7 — 1 errors

N

which are miscorrected by C‘:T/\ 71, the only error (e = (0™,1) in the case 1),
e=(0""1, 1,0) in2),e=(0"2",1,0")in3), e = (0"2,1,02) in 4)) is corrected,

n+1

2'T.(2

n—

— 1) errors are miscorrected with a probability less than or equal to

Py, and 2"% - 2" . (% — 1) errors are miscorrected by the algorithm with a

4
probability less than or equal to P, - Py.

Similarly to Lemma 6, in each of the cases 5)a) — 5)d), there exist 23 errors
((0"5°+i=1,1,0™5" ) in 5)a), (0" FET ) in 5)b), (0" i 1 0"
in 5)c), (03" S pie1 1 0" ) in 5)d) where ie{l,..., 22}, Wthh are corrected
by the algorithm, 253 . (2% T 1) errors are rmscorrected and "= 3.9 (2%3 -1)
errors are conditionally miscorrected by C’“’ 2 ' with a probabllity less than or
equal to Pj.

In the upshot, there exist n + 1 errors, which are successfully corrected by
Con " | Kero(Co3 ") _2"“ -(2 *4n-3)-n-1,|CMEC,3 " ") =

739
2n+3 loq(n+1) + 2”Jr ( _ 7) + 2 (’n — 3) U

_n—1 _
Corollary 1. All the obtained results are true for the codes Cuj ™ and CZ;\I’",
as well as for the other codes from Theorem 2.

4. CONCLUSION

An extended code, constructed by the switching method of ijk-components from
H™ is capable of correcting all the single errors and of detecting double and multiple
bit errors. The numbers of undetectable and miscorrected errors for nonlinear codes,
constructed by the switching method of ijk-components from H", are less than the
corresponding numbers for the extended maxirnal linear code. Assuming that all

the errors are equiprobable, the code C# T belng partially robust, provides
better memories protection than extended maxunal linear codes in situations when

a probability of multiple errors is high, while having the same order of encodlng and

decoding complexity. As distinct from linear codes, the nonlinear code C’ 2 Hne

has conditionally detectable and conditionally miscorrected errors, so detectlon and
correction of these errors depend on the message. This means that the codes from
Theorem 2 also provide better memories protection against repeating errors.

For the extended Vasil’ev code V™, the number of detectable errors is 2an1,

|ICDE(V™)| = 2nti-lognt1) _ 935 (gee [2]) |Kerd(0: 2" = |Kerg(V7)].
At the same time, [CDE(V")| < |CDE(CM)\ _1)|, for any length n > 15. The

class of different codes, constructed by the switching method of ijk-components
from H™ is wider than the class of Vasil’ev codes. So, using extended nonlinear
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codes, constructed by the switching method of ijk-components from H™, may be
advantageous.
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