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ON THE NUMBER OF SUITABLE BOOLEAN FUNCTIONS IN
CONSTRUCTIONS OF FILTER AND COMBINING MODELS OF
STREAM CIPHERS

T.A. BONICH, M.A. PANFEROV, AND N.N. TOKAREVA

ABSTRACT. It is well known that every stream cipher is based on a good
pseudorandom generator. For cryptographic purposes we are interested in
generating pseudorandom sequences with the maximum possible period.
A feedback register is one of the most known cryptographic primitives
that is used to construct stream ciphers. In this paper we analyze periodic
properties of pseudorandom sequences produced by filter and combiner
generators (two known schemes of stream generators based on feedback
registers). We analyze functions in these schemes which lead to output
sequences of the maximum possible period. We call such functions suitable
and count the exact number of them for an arbitrary n.

Keywords: stream cipher, filter generator, combiner generator, Boolean
function.

1. INTRODUCTION

Symmetric ciphers usually are divided into block and stream ones. Stream ciphers
are considered as more fast but not as secure as block ciphers. One of the most
known cryptographic primitives that is used to construct stream ciphers is a feedback
register. There are many attacks and defenses on such ciphers and counter-measures
against them, see for instance [1], [2].
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The properties of the pseudorandom sequence (gamma) generated by FSR are
well studied in case when f is a linear function. If f is nonlinear (see [3], [4]),
there are too many open questions related to pseudorandom sequences that all
are connected to analysis of nonlinear recurrent sequences, for example, see [5] for
further review. That is why some nonlinear combinations of linear FSRs are usually
considered, for instance, filter and combining models of stream generators based on
LFSR (see [6]).

Let us recall a few definitions. Let F} be the n-dimensional vector space over
Fs. A Boolean function in n variables is a function of the form f : F§ — Fy. A
vector of values for a given Boolean function f is the vector (f(z(M),..., f(z(2")),
where (M, ..., 22") are binary vectors in Fy that are lexicographically ordered.
Any Boolean function f can be represented uniquely in its algebraic normal form
(ANF): f(z1,...,2n) = Brepw) aI(HieIxi), where P(N) is a power set of N =
{1,...,n} and a; € Fs. For a Boolean function f the number of variables in the
longest item of its ANF is called the algebraic degree of a function. If algebraic
degree of f is not more than 1 then f is called affine. A function is called linear if
it is affine and f(0) = 0. If algebraic degree of a function f is more than 1 then f
is called nonlinear.

A feedback shift register (FSR) consists of two parts: a binary block = (x1,...,2,)
of length n and a feedback function f, where f is a Boolean function in n variables.
First, we fill the block = with constants, it is the initial state of the register. During
the encryption process the register is changing its state using the feedback function.
Gamma is a pseudorandom sequence generated by FSR. For functioning of the FSR
the time is considered to be divided into clock cycles. On each clock cycle, the
value f(x) is calculated first, then the state x = (x1,...,Zn—1,2,) of the register is
changed to the state ' = (xa,..., 2y, f(x)) while the bit 21 will be written as the
first bit of the generated gamma. A period is a length of repeating part of gamma.
If f is linear we have a linear feedback shift register (LFSR). Similarly, nonlinear
feedback shift register (NLFSR) uses nonlinear Boolean function as a feedback
function. It is known that LFSR can be also specified by a feedback polynomial.
It is a polynomial of degree n defining bits to be summed. If f(x1,...,2,) =
a1x1 D asxs @ - - - D apT,, then the corresponding feedback polynomial is defined
as p(z) = a12™ + azz" '+ +ayz+1, where a; € Fo, i = 1,...,n. If p(z) is a
primitive polynomial, i.e., the primitive element of the field GF(2") is its root, then
the period of a pseudorandom sequence generated by LFSR is maximal, i.e. is equal
to 2™ — 1. As a consequence, primitive polynomials mainly are used in LSFRs.

There are many stream ciphers based on LFSR and NLFSR. One of them is
Grain, developed in 2004 [7]. It is constructed by combining model, based on two
shift registers, one with linear feedback and one with nonlinear feedback, and a
nonlinear output function. Both linear and nonlinear shift register sizes are 80
bits. Another one is A5/1 cipher from GSM standard [8]. It has three LSFRs of
lengths 19, 22 and 23 bits with irregular clocking. The registers are clocked in a
stop/go fashion using a majority rule. The output is the sum of the last bits of the
three registers. We could also mention the Gollmann cascade [9]. This cipher is the
representative of combining model. It consists of a series of LFSRs that are clock-
controlled by the previous LFSR. If all the LFSRs have the same length n, the linear
complexity of a system with k LFSRs is equal to n(2" — 1)¥~1. Other examples of
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ciphers that are based on LFSR and NLFSR are Geffe generator, Jennings generator
and Beth-Piper Stop-and-Go generator.

In this paper, we analyze pseudorandom sequences produced by filter and combiner
generators. Namely, we study functions in these schemes that lead to pseudorandom
sequences of the maximal period. We call such functions suitable and count the exact
number of them for an arbitrary n.

2. THE ANALYSIS OF GAMMA FOR LINEAR FEEDBACK SHIFT REGISTER
GENERATORS

2.1. Filter generators. The filter generator consists of a single shift register
of length n with a linear feedback and uses a primitive polynomial to change

states. A Boolean function h(zi,...,z,) applied to the current state generates
a pseudorandom sequence (gamma). Let us note that the number of all possible
functions h(z1,...,,) is equal to 22" . The work of the filter generator is shown in
[10].

Let gamma be defined as v = (y1,¥2,...,Yan_1), where y3 = h(z1,...,2,),
ya = h(za, ..., xn, f(1,...,2p)), etc., and f(z1,...,2,) is the feedback function.
Since the number of all nonzero states is equal to 2" — 1, the maximum possible
value of period of gamma is 2" — 1 too. In this paper, we would like to determine all
Boolean functions h in n variables that lead to gammas with maximal period. Let
us call such functions switable. Functions that lead to gammas with non-maximal
period we would call unsuitable. Note that the number of such functions does not
depend on a linear feedback function. But whether the function is suitable or not for
the given generator, depends on the feedback function. When we count the number
of suitable functions h, we do not consider a specific set of states. We say that there is
a certain number of different states used by the generator (all sets that are generated
by primitive polynomials fit this definition). Next, we study which pseudorandom
sequences have the maximal length. We analyze the number of unsuitable functions
and the number of suitable functions. Thus, our reasonings do not affect the specific
order of the states. Therefore, there will be the exact calculated number of suitable
functions h for any set of states used by the generator.

Let us provide some examples of suitable and unsuitable functions. Let n = 4 be
the length of a shift register, f(z1,x2,z3,24) = 21 ® x2 be a feedback function and
p(z) = 22 + 2% +1 be a corresponding primitive polynomial. Let hy(x1, 12,73, 74) =
Tox1 D xr3x1 D T3T9 D x4x1 Dx1 D T2 D I3 D 1 and hQ(Il,ﬁg,I37$4) = T4X2x1 D
Tox1 P 3z B x3 D 1 be Boolean functions in n variables. We present generated
gamma for these functions on Table 1.

See that hy and ho generate gamma with period 3 and 15.

TapuA 1. Examples of suitable and unsuitable functions

states 0001 | 0010 | 0100 | 1001 | 0011 | 0110 | 1101 | 1010
h1($1,$2,$3,$4> 1 0 0 1 0 0 1 0
h2<$1,$2,$3,$4) 1 0 1 1 0 1 1 0

states 0101 | 1011 | 0111 | 1111 | 1110 | 1100 | 1000 | 0001
h1($1,$2,$3,x4) 0 1 0 0 1 0 0 1
h2($1,$2,$3,$4) 1 0 1 1 0 0 1 1

Let us prove the main result for filter generators.
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Theorem 1. Letn € N and 2" — 1 = p{'p5? ... p%=, where p; are pairwise distinct
prime numbers, a; € N | s € N. Then the number of suitable Boolean functions in
n variables for the filter generator with LFSR based on a primitive polynomial of
degree n, 1s equal to

n ay—B1 as—Bs
22" —9 ST ((mn)fr et T e = (8., B).
BEF3,8#0

Proof. Consider sequences of length 2" — 1 with non-maximal period (unsuitable
sequences). Let A; be a set of sequences that can be divided on p; identical subsequences,
where ¢ = 1,...,s. Then A; N A; is a set of sequences that can be divided on p;.;
identical subsequences where ¢ # j and 4,5 = 1,...,s. Then A; U A; is a set

of sequences that can be divided on p; or p; identical subsequences where i # j
and 4,5 = 1,...,s. Hence, all unsuitable sequences belong to the set Uj_; 4; and
the number of these sequences is equal to | U_; A4;|. Dividing the sequence into p;
identical subsequences, the length of the subsequence is equal to p§*ps> ... p2 =1 .. p2s.
Since elements of subsequences are equal to 0 or 1 then

g pap  (i=1) jag=1 %(i+l) o
|Az| — 9P1 P27 Pi1y Pi Prig1y Ps ,

ay ag  M(i—1) oy—1 (i4+1) Y(j—1) 1 “(G+1) g
|AiﬁAj| = QP1 P27 P_1) Pi Pty Pg-1) Pj Pty - Ps ,

a)—1_ag—1 _ag—1
s | — 9P P -p
| Mi=y Ag[ =21 P2 :

Therefore, we can compute | US_; A4;| using the inclusion-exclusion principle:

(Ui Adl =) Al = D AN A+ > AN A A — ...
i=1

1<i<j<s 1<i<j<k<s

(i—1) jaj—=1 %(i+1) o

S (a7
+ (—1)3_1|A1 NAxN---NAg| = 22171 110224..1?(1._1) P; Pty PSS _
i=1

oy on  Y(i-1) ap—1 C(i+1) | Y(G-1) Tl G+ ag
- Z DL RS JONEY S D JONEI SR NP SR JONS IR +
1<i<j<s
a1—1 ag—1 1 a1 —pB1 as—B
s—1opyl ™ Tpo2 ...pgs _ B1+-+Bs+1lgp S s
(1) P = > (=n” 2" ),
BEF35,B#0

where ﬁ = (ﬁla cee 755)'

We can write all states of our register one by one and from one state we get the
second one as the next state. Consider the vector of values of a Boolean function
h that generates our gamma. Since there is no zero state in our set of states (it
generates the cycle of length 1), function h can take any value (0 or 1) on zero
vector. That is why there are exactly two Boolean functions that generate the same
sequence.

Hence, the number of unsuitable functions is equal to
a1 =8 as—Bs
AUy Al =2 30 (st
BEF3,87#0

Then, the number of suitable functions is
n a1 —p as—PBs
22" =23 g gpo((—1)Pr Ao TP where B = (B1,...,B5). O



148 T.A. BONICH, M.A. PANFEROV, AND N.N. TOKAREVA

2.2. Combining model. Combiner generators use several linear feedback shift
registers. Each register has its own length n; and uses its own primitive polynomial
for changing states. A Boolean function h(X7,..., X,,) generates a pseudorandom
sequence gamma, where X; is a register bit string i. The work of the combiner
generator is shown in [10].

Since we do not use zero state in combiner generator, the total number of states
does not exceed (2™ —1)(2"2—1)... (2" —1). In this case, the maximum is reached
when ged(n;,n;) =1, where 4,5 =1,...,m, ¢ # j, and if all LFSRs have primitive
feedback polynomials. Then a Boolean function can generate a gamma with a period
ranging from 1 to (2"t —1)(2"2 —1)... (2" —1). Boolean functions % in n variables
leading to gammas of maximal period in this case are called suitable. Similarly,
Boolean functions A in n variables leading to gammas of non-maximal period are
called unsuitable. Notice that ged(2™i — 1,2 —1) = 1, where 4,5 = 1,...,m, i # j.
It means that each number (2" — 1) can be presented as pglkl pZ:Z pZ:s, where
ki,ko, ..., ks are integers depend on i.

We consider a more general model of a combiner generator. This generalized
combining model is applied in ciphers such as Grain[7]. Note that the classical
combining model does not allow to describe a number of modern stream ciphers
based on the more complicated operating with bits from different registers.

Theorem 2. Let n,m,n,...,n, €N, >0 n;=n. And (2" —1)... (2" —1) =
pIt...p%=, where p; are different prime numbers, o;,s € N. Then the number of
suitable Boolean functions in n variables for the combiner generator with LFSRs of
lengths n1, ...,y all based on primitive polynomials is equal to

)

2271, _ 22711+..,+nm7(271171)“_(27ln;71) Z ((_1)f31+'“+ﬁs+12p?17ﬁ1--~P‘:3753)
BEF3,B£0

where = (B1,...,08s).

Proof. Number of unsuitable sequences for the combiner generators is equal to
Zﬂemg’5760((—1)ﬁl+"'+65+12p?17ﬁ1"'p?FBS ). Proof of this is similar to the proof for
the number of unsuitable sequences for the filter generators in Theorem 1. Since we
use only (2" —1)(2"2—1)... (2" —1) states and the total number of states is equal
to 2m1 . 2n2  2Mm = Qmitnzt o Fnm then we have 2ttt m _(9m _ 1)(2n2 —
1)...(2" — 1) states, where our function can be equal to 0 or 1. Therefore, for
one of these states we have two functions. Thus, the number of unsuitable Boolean
functions in n variables for the combiner generators equals

g2 TR SIS @)@ ) G ()l gel T

BEF3,87#0

where 8 = (b1, ..., 0s)-

Then, the number of suitable functions is equal to

bl

22" _ 22"1+"'+nm,(2”171)...(271'77171) Z ((71)61+-~~+BS+12p‘f1’51,,,p‘js—ﬁs)

BEF3,87#0

where 5= (51,...,08s) -
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3. FUNCTIONS FOR MODELS WITH NONLINEAR REGISTERS

A nonlinear feedback shift register (NFSR) consists of two parts: a binary vector
x = (21,...,%,) of length n and a nonlinear state function f : (x1,...,z,) — {0,1}
in n variables.

Similarly to the linear case, let us consider the filter generator. We assume that
NFSR passes over all 2" states, i.e., it has the maximum possible period.

Theorem 3. Let n € N. Then the number of suitable Boolean functions in n
variables for the filter generator with NFSR of the maximum possible period is
equal to 22" — 22" 7",

Proof. Maximum possible period is equal to 2" = p{*p3?...p%, where s = 1,
p1 = 2, a; = n. Number of unsuitable sequences is equal to

Z ((_1),81+~-+5S+12p;*1*51,,,p?rﬁs),
BEF3,87#0

where 8 = (1, ..., 8s). Proof of this is similar to the part of the proof of Theorem 1,
in which the number of unsuitable sequences for the filter generators is calculated.
Then the number of unsuitable sequences for the filter generator with NFSR is equal
to 22" ", Since we use all the states then the number of unsuitable sequences is equal
to the number of unsuitable Boolean functions. Hence, the number of unsuitable
Boolean functions in n variables for the filter generator with NFSR is equal to
22""" Therefore, the number of suitable functions is 22" — 22" " O

There is another question related to NFSRs: how to determine for which nonlinear
feedback functions NFSR of length n generates gamma with the maximum possible
period 2™7 This question is still open.
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