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Ïðåäñòàâëåíî Ï.Ï. Ïåòðîâûì

Abstract: The paper studies the construction of cryptographic
systems resistant to quantum attacks, with a focus on the QCD
(Quantum-Classical Distinguishability) property. It is shown that
classical algorithms cannot e�ectively use quantum queries for
hacking, which limits the attacker's capabilities. Statements about
the construction of hybrid systems, the security of which is veri�ed
by standard methods, without analyzing quantum behavior, are
proved. Switching to a backup key in case of suspicious activity is
used for protection. The mechanism is based on quantum-resistant
pseudo-random functions (PRF), masking the outputs of the quantum
algorithm. The key parameters of the system are analyzed, formulas
for their interrelation are obtained, pseudocode for the implementation
is given, and requirements for the components are formulated.
The ful�llment of the QCD property, which ensures protection
from classical analysis of a quantum system, is con�rmed. The

Kuznetsov, S. B., Proofs of security of quantum-classical systems in the

presence of quantum oracles.

© 2025 Êóçíåöîâ Ñ.Á..

Ðåçóëüòàòû ïîëó÷åíû ïðè ôèíàíñîâîé ïîääåðæêå ïðîåêòà ¾Òåõíîëîãèè ïðî-
òèâîäåéñòâèÿ ðàíåå íåèçâåñòíûì êâàíòîâûì êèáåðóãðîçàì¿, ðåàëèçóåìîãî â ðàì-
êàõ ãîñóäàðñòâåííîé ïðîãðàììû ôåäåðàëüíîé òåððèòîðèè ¾Ñèðèóñ¿ ¾Íàó÷íî-
òåõíîëîãè÷åñêîå ðàçâèòèå ôåäåðàëüíîé òåððèòîðèè ¾Ñèðèóñ¿ (Ñîãëàøåíèå �23-03
îò 27.09.2024 ã.).

Ïîñòóïèëà 1 ÿíâàðÿ 2023 ã., îïóáëèêîâàíà 31 äåêàáðÿ 2023 ã.

144

https://orcid.org/0000-0001-8827-2630


ÄÎÊÀÇÀÒÅËÜÑÒÂÎ ÁÅÇÎÏÀÑÍÎÑÒÈ ÊÂÀÍÒÎÂÎ-ÊËÀÑÑÈ×ÅÑÊÈÕ ÑÈÑÒÅÌ145

proposed approach allows creating hybrid protocols resistant to
the development of quantum technologies.

Keywords:Hybrid cryptosystems; Quantum-Classical Distinguishability
(QCD) property; pseudorandom Functions (PRF); quantum oracles;
resistance to quantum attacks; key switching mechanism; quantum-
resistant pseudorandomness.

1 Ââåäåíèå

Ñîâðåìåííûå êðèïòîñèñòåìû, òàêèå êàê RSA è ECC, óÿçâèìû ê àòà-
êàì íà êâàíòîâûõ êîìïüþòåðàõ. Âçëîìû ïðîèñõîäÿò îñîáåííî ñ èñïîëü-
çîâàíèåì àëãîðèòìà Øîðà [1]. Ýòî äåëàåò àêòóàëüíîé ðàçðàáîòêó íîâûõ
ïîäõîäîâ, ñïîñîáíûõ ïðîòèâîñòîÿòü êâàíòîâûì óãðîçàì. Îäíèì èç ïåð-
ñïåêòèâíûõ íàïðàâëåíèé ÿâëÿþòñÿ ãèáðèäíûå êðèïòîïðîòîêîëû. Îíè
ñî÷åòàþò êëàññè÷åñêèå ìåòîäû ñ ýëåìåíòàìè, óñòîé÷èâûìè ê êâàíòî-
âûì àòàêàì. Áåçîïàñíîñòü ýòèõ ïðîòîêîëîâ â óñëîâèÿõ äîñòóïà ïðîòèâ-
íèêà ê êâàíòîâûì îðàêóëàì îñòà¼òñÿ ñëîæíîé è íåäîñòàòî÷íî èçó÷åí-
íîé çàäà÷åé. Êëþ÷åâóþ ðîëü â àíàëèçå òàêèõ ñèñòåì èãðàåò ñâîéñòâî
QCD (Quantum-Classical Distinguishability). Ýòî ñâîéñòâî îçíà÷àåò, ÷òî
êëàññè÷åñêèå àëãîðèòìû íå ìîãóò ýôôåêòèâíî èñïîëüçîâàòü êâàíòîâûå
çàïðîñû äëÿ âçëîìà êðèïòîãðàôè÷åñêèõ çàäà÷, òàêèõ êàê äèñêðåòíîå
ëîãàðèôìèðîâàíèå èëè ïîèñê ñêðûòîé ïîäãðóïïû [1, 2]. Äëÿ çàùèòû îò
òàêèõ óãðîç ïðèìåíÿþòñÿ êâàíòîâî-óñòîé÷èâûå ïñåâäîñëó÷àéíûå ôóíê-
öèè (quantum-secure PRF). Ýòè ôóíêöèè ìàñêèðóþò âûõîäû êâàíòîâûõ
àëãîðèòìîâ, äåëàÿ èõ íåîòëè÷èìûìè îò ñëó÷àéíûõ äàííûõ.
Èäåè ïîñòðîåíèÿ êâàíòîâî-óñòîé÷èâûõ ôóíêöèé áûëè çàëîæåíû â ðà-

áîòàõ Ìàðêà Çàíäðè [3, 4] ÷åðåç êîíöåïöèþ êâàíòîâûõ ñëó÷àéíûõ îðà-
êóëîâ. Äàëüíåéøåå ðàçâèòèå ïîëó÷èëè â èññëåäîâàíèÿõ Áðàêåðñêè è äð.
[5�7], ïðåäëîæèâøèõ óñòîé÷èâûå ê êâàíòîâûì àòàêàì ñõåìû ñèììåòðè÷-
íîé êðèïòîãðàôèè. Ðàçâèòèå ïðîäîëæèëîñü â ìåòîäàõ íà îñíîâå LWR [8],
ðåø¼òîê [9] è îïòèìèçèðîâàííûõ ðåàëèçàöèÿõ [10].
Àíàëèç óÿçâèìîñòåé ñóùåñòâóþùèõ ñèñòåì ïðåäñòàâëåí â ðàáîòàõ:

×èæîâ [11] îöåíèë ñòîéêîñòü ÃÎÑÒ Ð 34.10-2021; Ïóäîâêèíà è Êóçüìèí
[12] ïðåäëîæèëè ìåõàíèçì ïåðåêëþ÷åíèÿ íà ðåçåðâíûé êëþ÷; Ñìèðíîâ
è Òèõîíîâ [13] ðàçðàáîòàëè êâàíòîâî-óñòîé÷èâûå PRF íà áàçå ÃÎÑÒ Ð
34.12-2015. Ýòè ðåçóëüòàòû ëåãëè â îñíîâó ïðàêòè÷åñêèõ ðåøåíèé.
Òåîðåòè÷åñêóþ áàçó ñîñòàâèëè èññëåäîâàíèÿ êîìïîçèöèè êðèïòîñè-

ñòåì [14] è îáîáùåíèÿ ïî ïîñòêâàíòîâîé êðèïòîãðàôèè [15�17].
Öåëü ðàáîòû � ïðèäóìàòü ñïîñîá, êàê ïðîâåðÿòü, íàñêîëüêî íàä¼æ-

íà ãèáðèäíàÿ êðèïòîñèñòåìà, åñëè íà íå¼ ìîãóò íàïàñòü ñ êâàíòîâûì
êîìïüþòåðîì. Â ïîñòðîåííîé âåðñèè ñèñòåìû âûõîä êâàíòîâîãî îðàêó-
ëà "çàìàñêèðîâàí"ñ ïîìîùüþ ñïåöèàëüíîé ôóíêöèè (PRF), êîòîðàÿ âû-
ãëÿäèò êàê ñëó÷àéíûé øóì. Åù¼ äîáàâèëè çàùèòó: åñëè êòî-òî ñëèøêîì
÷àñòî ïûòàåòñÿ âîéòè â ñèñòåìó, îíà ïåðåêëþ÷àåòñÿ íà ðåçåðâíûé êëþ÷.
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Ïîêàçàëè, ÷òî ïðè ñîáëþäåíèè QCD êâàíòîâóþ àòàêó ìîæíî çàìåíèòü
êëàññè÷åñêîé, è ýòî ñèëüíî óïðîùàåò àíàëèç áåçîïàñíîñòè. Â èòîãå ïîëó-
÷èëñÿ ñïîñîá ñîçäàâàòü ïðîòîêîëû, êîòîðûå áóäóò äåðæàòüñÿ äàæå ïðè
ðàçâèòèè êâàíòîâûõ òåõíîëîãèé. Òàêîé ïîäõîä ìîæíî ïðèìåíÿòü, íà-
ïðèìåð, äëÿ îáíîâëåíèÿ äåéñòâóþùèõ ñòàíäàðòîâ, íå ïåðåïèñûâàÿ âñ¼ ñ
íóëÿ.

2 Ïðåäâàðèòåëüíûå ñâåäåíèÿ

Çàäà÷à L(x). L(x) � ýòî âû÷èñëèòåëüíàÿ çàäà÷à, ëåæàùàÿ â îñíî-
âå êðèïòîãðàôè÷åñêîé ñèñòåìû. Îíà ïðåäñòàâëÿåò ñîáîé ôóíêöèþ L :
{0, 1}n → {0, 1}ℓ, êîòîðóþ ìîæíî ýôôåêòèâíî ðåøèòü íà êâàíòîâîì êîì-
ïüþòåðå, òî åñòü L ∈ BQP.

Êâàíòîâûé àëãîðèòì Q. Ðåøàåò çàäà÷ó L ∈ BQP, ò.å. äëÿ ëþáîãî
x ∈ {0, 1}n âûïîëíÿåòñÿ

Pr[Q(x) = L(x)] ≥ 2

3
+ ε(n).

Âðåìÿ ðàáîòû T (n) = poly(n).

Êëàññè÷åñêèé ïðîòîêîë C. Îñíîâàí íà ñëîæíîñòè çàäà÷è L. Áåç äî-
ñòóïà êQ, ïðîòîêîë C ÿâëÿåòñÿ (t, δ)-ñòîéêèì: äëÿ ëþáîãî êëàññè÷åñêîãî
àëãîðèòìà A, ðàáîòàþùåãî âðåìÿ t(n),

Pr[A ëîìàåò C] ≤ δ(n).

Ãèáðèäíàÿ ñèñòåìà H = (Q,C). Âûõîä Q èñïîëüçóåòñÿ â C (íàïðè-
ìåð, äëÿ ãåíåðàöèè êëþ÷åé). Åñëè Q äîñòóïåí àòàêóþùåìó, òî C ìîæåò
áûòü ñëîìàí çà âðåìÿ poly(n) ñ âåðîÿòíîñòüþ íå ìåíåå 2

3 + ε(n).

Îïðåäåëåíèå ñâîéñòâà QCD (Quantum-Classical Distinguishability).
Çàäà÷à L ∈ BQP îáëàäàåò ñâîéñòâîì QCD îòíîñèòåëüíî êâàíòîâîãî
àëãîðèòìà Q, åñëè äëÿ ëþáîãî êëàññè÷åñêîãî âåðîÿòíîñòíîãî ïîëèíî-
ìèàëüíîãî àëãîðèòìà D, èìåþùåãî íå áîëåå q(n) = poly(n) îðàêóëüíûõ
çàïðîñîâ ê Q (ò.å. D ïîäà¼ò íà âõîä Q êëàññè÷åñêèå ñòðîêè xi è ïîëó÷àåò
êëàññè÷åñêèå îòâåòû Q(xi)), âûïîëíÿåòñÿ:

∀x ∈ {0, 1}n, Pr[DQ(x) = L(x)] ≤ 1

2
+ negl(n). (1)

Òî åñòü íè îäèí êëàññè÷åñêèé àëãîðèòì íå ìîæåò ýôôåêòèâíî ¾êîïèðî-
âàòü¿ ðåçóëüòàòû êâàíòîâîãî îðàêóëà èëè ïðåäñêàçûâàòü çíà÷åíèÿ L(x)
ëó÷øå, ÷åì ñëó÷àéíîå óãàäûâàíèå.

Quantum-Secure PRF (Ïñåâäîñëó÷àéíûå ôóíêöèè). Ïóñòü F :
{0, 1}n × {0, 1}m → {0, 1}ℓ � ñåìåéñòâî ôóíêöèé, ãäå n � äëèíà êëþ÷à,
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m � äëèíà âõîäà, ℓ � äëèíà âûõîäà. Ôóíêöèÿ Fk(x) = F (k, x) íàçûâàåò-
ñÿ êâàíòîâî-óñòîé÷èâîé ïñåâäîñëó÷àéíîé ôóíêöèåé (Quantum-
Secure PRF), åñëè äëÿ ëþáîãî êâàíòîâîãî ïîëèíîìèàëüíîãî âåðîÿò-
íîñòíîãî àëãîðèòìà A, èìåþùåãî êâàíòîâûé îðàêóëüíûé äîñòóï ê ôóíê-
öèè, âûïîëíÿåòñÿ:∣∣∣∣∣ Pr

k←{0,1}n

[
AFk(1n) = 1

]
− Pr

f←Funcℓm

[
Af (1n) = 1

]∣∣∣∣∣ ≤ negl(n),

ãäå:
- k � ñëó÷àéíûé êëþ÷,
- f � ñëó÷àéíàÿ ôóíêöèÿ èç ìíîæåñòâà âñåõ ôóíêöèé Funcℓm,
- negl(n) � ïðåíåáðåæèìî ìàëàÿ ôóíêöèÿ îòíîñèòåëüíî n,

- AO(·) � àëãîðèòì ñ îðàêóëîì O, êîòîðûé ìîæåò äåëàòü êâàíòîâûå
çàïðîñû ê îðàêóëó.

Ìîäåëèðîâàíèå êâàíòîâûõ çàïðîñîâ. Äëÿ ñèìóëÿöèè êâàíòîâîãî
îðàêóëà Q∗(x) = Q(x)⊕Fk(x): êëàññè÷åñêèé ñèìóëÿòîð B ïîëó÷àåò Q(x)
è ýìóëèðóåò Fk(x) ÷åðåç random oracle.
Ïðè êâàíòîâîì çàïðîñå

∑
x αx|0⟩ ñèìóëÿòîð âîçâðàùàåò

∑
x αx|x⟩|rx⟩,

ãäå rx � ñëó÷àéíûå áèòû. Êîððåêòíîñòü îáåñïå÷èâàåòñÿ ñâîéñòâîì PRF:

∥Q∗ − U∥adv ≤ negl(n).

Ôîðìàëèçàöèÿ ñèìóëÿöèè êâàíòîâûõ àòàê. Ðàññìîòðèì ãèáðèä-
íóþ ñèñòåìó H = (Q,C) è å¼ ìîäèôèêàöèþ H∗ = (Q∗, C∗), ãäå Q �
êâàíòîâûé àëãîðèòì, ðåøàþùèé çàäà÷ó L ∈ BQP, à C � êëàññè÷åñêèé
ïðîòîêîë, îñíîâàííûé íà ñëîæíîñòè L.
Ïóñòü A � êâàíòîâûé àòàêóþùèé (ïîëèíîìèàëüíàÿ êâàíòîâàÿ ñõå-

ìà), èìåþùèé äîñòóï ê îðàêóëó Q∗ è âûäàþùèé êëàññè÷åñêîå ðåøåíèå.
Îïðåäåëèì êëàññè÷åñêèé ñèìóëÿòîð BQ [4], îáëàäàþùèé îðàêóëüíûì
äîñòóïîì ê Q, íî íå îáðàáàòûâàþùèé êâàíòîâûå ñîñòîÿíèÿ íàïðÿìóþ.
Âìåñòî ðåàëüíûõ çàïðîñîâ ê Q∗(x) = Q(x) ⊕ Fk(x), ñèìóëÿòîð âîçâðà-
ùàåò Q(x)⊕ rx, ãäå rx � ñëó÷àéíûå áèòû, ýìóëèðóÿ âûõîäû Fk.
Áëàãîäàðÿ ñâîéñòâó quantum-secure PRF, ðàçëè÷èå ìåæäó ðåàëüíûì

Q∗ è åãî ñèìóëÿöèåé íåðàçëè÷èìî äëÿ A. Ãîâîðèì, ÷òî H∗ äîïóñêàåò
ñèìóëÿöèþ êâàíòîâûõ àòàê, åñëè äëÿ ëþáîãî A ñóùåñòâóåò BQ, òàêîé
÷òî: ∣∣∣Pr[A{Q∗}(1n) óñïåøíà]− Pr[BQ(1n) óñïåøåí]

∣∣∣ ≤ negl(n).

3 Âñïîìîãàòåëüíûå ëåììû

Â ýòîì ðàçäåëå äîêàçàíû íåñêîëüêî ëåìì, êîòîðûå áóäóò èñïîëüçîâà-
íû ïðè äîêàçàòåëüñòâå îñíîâíîé òåîðåìû.

Ëåììà 1 (î ñèìóëÿöèè). Ïóñòü âûïîëíåíû ñëåäóþùèå óñëîâèÿ:
- Q∗(x) = Q(x)⊕ Fk(x), ãäå Fk � quantum-secure PRF;
- C∗ ñïîñîáíà îáíàðóæèâàòü àíîìàëüíûå çàïðîñû;
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- Çàäà÷à L îáëàäàåò ñâîéñòâîì QCD.
Òîãäà ñèñòåìà H∗ äîïóñêàåò ñèìóëÿöèþ êâàíòîâûõ àòàê.

Äîêàçàòåëüñòâî. Ðàññìîòðèì ñèñòåìóH∗ = (Q∗, C∗), ãäåQ∗(x) = Q(x)⊕
Fk(x), è Fk � quantum-secure PRF. Ïóñòü Q(x) � êâàíòîâûé àëãîðèòì,
ðåøàþùèé çàäà÷ó L ∈ BQP ñ âåðîÿòíîñòüþ 2

3 + ε(n).
Çàìåíèì Fk íà èñòèííî ñëó÷àéíóþ ôóíêöèþ U . Ïî îïðåäåëåíèþ quantum-

secure PRF, äëÿ ëþáîãî êâàíòîâîãî ðàçëè÷èòåëÿ A âûïîëíÿåòñÿ:∣∣∣Pr [AQ(x)⊕Fk(x)(1n) = 1
]
− Pr

[
AQ(x)⊕U(x)(1n) = 1

]∣∣∣ ≤ negl(n).

Ïóñòü DQ � êëàññè÷åñêèé àëãîðèòì, äåëàþùèé q(n) = poly(n) çàïðî-
ñîâ ê Q. Ïî ñâîéñòâó QCD èìååò ìåñòî íåðàâåíñòâî (1).
Òàê êàê Fk(x) âûãëÿäèò ñëó÷àéíîé äëÿ ëþáîãî êëàññè÷åñêîãî àëãî-

ðèòìà, òî Q∗(x) = Q(x) ⊕ Fk(x) òàêæå âûãëÿäèò ñëó÷àéíîé äëÿ DQ.
Áîëåå òîãî, ïîñêîëüêó Q(x) ñëàáî êîððåëèðóåò ñ L(x), à Fk ìàñêèðóåò
åãî âûõîä, êëàññè÷åñêèé ñèìóëÿòîð B ìîæåò ýìóëèðîâàòü Q∗, èñïîëüçóÿ
òîëüêî Q(x) è ñëó÷àéíûå áèòû rx.
Òàêèì îáðàçîì, B èìèòèðóåò Q∗ áåç äîñòóïà ê êâàíòîâûì ñîñòîÿíè-

ÿì, è ðàçëè÷èå ìåæäó ðåàëüíûì Q∗ è åãî ñèìóëÿöèåé íåðàçëè÷èìî äëÿ
ëþáîãî êâàíòîâîãî àòàêóþùåãî A. Ñëåäîâàòåëüíî, H∗ äîïóñêàåò ñèìó-
ëÿöèþ êâàíòîâûõ àòàê. □

Ïðèìåð 1. Ïóñòü Q(x) ðåàëèçóåò àëãîðèòì Øîðà äëÿ ôàêòîðèçàöèè
÷èñëà N , à Fk(x) � PRF íà îñíîâå AES-256. Àòàêóþùèé îòïðàâëÿåò
çàïðîñû xi è ïîëó÷àåò Q∗(xi) = Q(xi) ⊕ Fk(xi). Èç-çà ìàñêèðîâêè Fk,
âûõîäû âûãëÿäÿò ñëó÷àéíûìè, è àòàêóþùèé íå ìîæåò èçâëå÷ü èíôîð-
ìàöèþ î ìíîæèòåëÿõ N .
Ñèìóëÿòîð B âîçâðàùàåò Q(xi) ⊕ ri, ãäå ri � ñëó÷àéíûå áèòû. Äëÿ

êâàíòîâîãî àòàêóþùåãî A ýòà ñèìóëÿöèÿ íåðàçëè÷èìà îò ðåàëüíîãî Q∗,
÷òî ïîäòâåðæäàåò áåçîïàñíîñòü ñèñòåìû.

Ñâîéñòâà, èñïîëüçóåìûå â óñëîâèè ëåììû î êðèïòîãðàôè÷å-
ñêîé QCD - ýêâèâàëåíòíîñòè. Ðàññìîòðèì ñëåäóþùèå ñâîéñòâà:

(1) Ãèáðèäíàÿ ñèñòåìà H = (Q,C) ñîñòîèò èç:
- Q � êâàíòîâûé îðàêóë èëè êâàíòîâàÿ ïðîöåäóðà;
- C � êëàññè÷åñêàÿ ïðîöåäóðà èëè ïðîòîêîë.

(2) Çàùèù¼ííàÿ ìîäèôèêàöèÿ ñèñòåìû H èìååò âèä H∗ = (Q∗, C∗).
Ïðè ýòîì C∗ ÿâëÿåòñÿ (t, δ)-ñòîéêîé ïðîòèâ Q∗. Ýòî îçíà÷àåò,
÷òî êëàññè÷åñêàÿ ÷àñòü ñèñòåìû óñòîé÷èâà ê àòàêàì ñî ñòîðîíû
êâàíòîâîãî îðàêóëà â òå÷åíèå âðåìåíè t ñ âåðîÿòíîñòüþ óñïåõà
íå áîëåå δ.

(3) Äëÿ ëþáîãî êâàíòîâîãî àëãîðèòìà A, àòàêóþùåãî H∗, ñóùåñòâó-
åò êëàññè÷åñêèé àëãîðèòì BQ, òàêîé ÷òî:

Pr[A ëîìàåò H∗] ≤ Pr[BQ ëîìàåò H∗] + negl(n). (2)
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Òî åñòü ëþáóþ êâàíòîâóþ àòàêó ìîæíî ñâåñòè ê êëàññè÷åñêîé ñ
íåçíà÷èòåëüíûì óâåëè÷åíèåì âåðîÿòíîñòè óñïåõà.

Ëåììà 2 ( î êðèïòîãðàôè÷åñêîé QCD-ýêâèâàëåíòíîñòè). Ïóñòü äàíà
ãèáðèäíàÿ ñèñòåìà H = (Q,C), óäîâëåòâîðÿþùàÿ ñâîéñòâàì 1�3, îïè-
ñàííûì âûøå. Òîãäà ñëåäóþùèå óñëîâèÿ ýêâèâàëåíòíû:

(1) Ñóùåñòâîâàíèå çàùèù¼ííîé ìîäèôèêàöèè: ñóùåñòâóåò
H∗ = (Q∗, C∗), òàêàÿ ÷òî:
- C∗ ÿâëÿåòñÿ (t, δ)-ñòîéêîé ïðîòèâ Q∗;
- äëÿ ëþáîãî êâàíòîâîãî àòàêóþùåãî A ñóùåñòâóåò êëàññè-

÷åñêèé BQ, òàêîé ÷òî èìååò ìåñòî (2).
(2) Ñâîéñòâî QCD: äëÿ ëþáîãî êëàññè÷åñêîãî âåðîÿòíîñòíîãî ïî-

ëèíîìèàëüíîãî àëãîðèòìà DQ, äåëàþùåãî q(n) = poly(n) çàïðî-
ñîâ ê Q, âûïîëíÿåòñÿ(1).

Äîêàçàòåëüñòâî. (Ïðÿìîå íàïðàâëåíèå)Ïóñòü âûïîëíÿåòñÿ ñâîéñòâî
QCD. Ïîñòðîèì H∗ = (Q∗, C∗), ïîëîæèâ:

Q∗(x) = Q(x)⊕ Fk(x), (3)

ãäå Fk � quantum-secure PRF ñ êëþ÷îì k, èçâåñòíûì òîëüêî C∗. Ñèñòå-
ìà C∗ îòñëåæèâàåò ÷èñëî çàïðîñîâ ê Q∗. Ïðè ïðåâûøåíèè ïîðîãà q(n)
ïðîèñõîäèò ïåðåêëþ÷åíèå íà ðåçåðâíûé êëþ÷ kbackup, íåçàâèñèìûé îò
Q.
- Ñòîéêîñòü ïðîòèâ êëàññè÷åñêèõ àòàê: ïî ñâîéñòâó QCD, ëþ-

áîé êëàññè÷åñêèé DQ ðåøàåò L ñ âåðîÿòíîñòüþ íå áîëåå 1
2 + negl(n).

Ïîñêîëüêó Fk ìàñêèðóåò Q(x), çíà÷åíèÿ Q∗(x) íåðàçëè÷èìû îò ñëó÷àé-
íûõ. Ïîëåçíàÿ èíôîðìàöèÿ î L íåäîñòóïíà.
- Ñòîéêîñòü ïðîòèâ êâàíòîâûõ àòàê: äëÿ ëþáîãî êâàíòîâîãî àòà-

êóþùåãî A ïîñòðîèì êëàññè÷åñêèé ñèìóëÿòîð BQ, êîòîðûé ýìóëèðóåò
Q∗ êàê Q(x)⊕r, ãäå r ← {0, 1}m. Ïî ñâîéñòâó PRF è ëåììå î ñèìóëÿöèè,
ðàçëè÷èå íåðàçëè÷èìî äëÿ A. Ïî QCD, BQ íå èìååò ïðåèìóùåñòâà, çíà-
÷èò, è A íå ìîæåò ïîëó÷èòü çíà÷èìîãî ïðåèìóùåñòâà. Ïðè q(n) çàïðîñàõ
C∗ ïåðåêëþ÷àåòñÿ íà kbackup, ñâîäÿ àòàêó ê êëàññè÷åñêîìó ñëó÷àþ.
(Îáðàòíîå íàïðàâëåíèå, îò ïðîòèâíîãî) Ïðåäïîëîæèì, ÷òî H∗

ñóùåñòâóåò, íî QCD íå âûïîëíÿåòñÿ. Òîãäà ñóùåñòâóåò êëàññè÷åñêèé
DQ, ðåøàþùèé L ñ âåðîÿòíîñòüþ íå ìåíüøåé 2

3 . Èñïîëüçóÿ Q, îí ìî-
æåò âîññòàíîâèòü ñåêðåò C∗, ÷òî íàðóøàåò (t, δ)-ñòîéêîñòü ïðè δ(n) =
negl(n). Ïðîòèâîðå÷èå. Ñëåäîâàòåëüíî, ñóùåñòâîâàíèå H∗ âëå÷¼ò QCD.

□

Ñëåäñòâèå (Èãðîâàÿ èíòåðïðåòàöèÿ QCD-ñòîéêîñòè). Ðàññìîò-
ðèì èãðó ìåæäó àòàêóþùèì A è çàùèòíèêîì D. Àòàêóþùèé âûáèðàåò
ëèáî êâàíòîâóþ ñòðàòåãèþ Q′, àòàêóþùóþ H∗, ëèáî êëàññè÷åñêóþ DQ ñ
äîñòóïîì ê Q. Çàùèòíèê ñòðîèò H∗ = (Q∗, C∗) íà îñíîâå ñâîéñòâà QCD.
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Åñëè L îáëàäàåò QCD, òî äëÿ ëþáîãî êâàíòîâîãî àòàêóþùåãî Q′ ñó-
ùåñòâóåò êëàññè÷åñêèé ñèìóëÿòîð BQ, òàêîé ÷òî:

Pr[Q′ ïîáåæäàåò H∗]− Pr[BQ ïîáåæäàåò H∗] ≤ negl(n).

Ñëåäîâàòåëüíî, çàùèòíèê âûèãðûâàåò ñ âåðîÿòíîñòüþ 1 − negl(n), ÷òî
ñîãëàñóåòñÿ ñ ëåììîé.
Åñëè QCD íå âûïîëíÿåòñÿ, A âûáèðàåò DQ è ïîáåæäàåò ñ âåðîÿòíî-

ñòüþ íå ìåíüøåé 2
3 + ε(n).

Ëåììà 3 ( î ïåðåêëþ÷åíèè êëþ÷åé â ãèáðèäíûõ ñèñòåìàõ). Ïóñòü ãè-
áðèäíàÿ ñèñòåìà H = (Q,C) óäîâëåòâîðÿåò óñëîâèÿì:
- Q � êâàíòîâûé àëãîðèòì, ðåøàþùèé L ∈ BQP ñ ïðåèìóùåñòâîì

ε(n);
- C � êëàññè÷åñêèé ïðîòîêîë, (t, δ)-ñòîéêèé áåç äîñòóïà ê Q;
- H∗ = (Q∗, C∗) ìîäèôèöèðîâàíà òàê, ÷òî èìååò ìåñòî (3).
Òîãäà äëÿ ëþáîãî êâàíòîâîãî àòàêóþùåãî A, äåëàþùåãî íå áîëåå q(n)

çàïðîñîâ:

Pr[A ëîìàåò H∗] ≤ Pr[A îòëè÷àåò Q∗ îò Q(x)⊕ U ] + negl(n),

ãäå U � èñòèííî ñëó÷àéíàÿ ôóíêöèÿ.

Äîêàçàòåëüñòâî. -Áåçîïàñíîñòü äî ïåðåêëþ÷åíèÿ: ïî îïðåäåëåíèþ
quantum-secure PRF, Fk íåðàçëè÷èìà îò ñëó÷àéíîé ôóíêöèè äàæå ïðè
êâàíòîâûõ çàïðîñàõ. Ñëåäîâàòåëüíî, (3) íåðàçëè÷èìî îò Q(x)⊕ U . Âû-
õîäû Q∗ âûãëÿäÿò ñëó÷àéíûìè äëÿ A. Ïî ñâîéñòâó QCD, êëàññè÷åñêèé
àëãîðèòì D íå ìîæåò ïîëó÷èòü èíôîðìàöèþ î L èç Q∗.
- Ïåðåêëþ÷åíèå íà ðåçåðâíûé êëþ÷: ïîñëå q(n) çàïðîñîâ C∗ çà-

ìåíÿåò Fk íà íåçàâèñèìûé kbackup. Ïî òåîðåìå î íåðàçëè÷èìîñòè êëþ÷åé
[18], åñëè kbackup íå èñïîëüçîâàëñÿ ðàíåå, àòàêóþùèé íå ìîæåò ñâÿçàòü
åãî ñ Q.
- Êëàññè÷åñêàÿ ñòîéêîñòü: C∗ òåïåðü çàâèñèò òîëüêî îò kbackup,

êîòîðûé íå çàâèñèò îò Q. Òàê êàê C èçíà÷àëüíî (t, δ)-ñòîéêèé, òî è C∗

ñîõðàíÿåò ýòó ñòîéêîñòü.
Êîìáèíèðóÿ ðåçóëüòàòû äî è ïîñëå ïåðåêëþ÷åíèÿ, ïîëó÷àåì:

Pr[A ëîìàåò H∗] ≤ δ(n) + negl(n),

÷òî çàâåðøàåò äîêàçàòåëüñòâî. □

4 Òåîðåìà î êâàíòîâî-êëàññè÷åñêîé ãèáðèäíîé

íåðàçäåëèìîñòè

Òåîðåìà 1. Ïóñòü ãèáðèäíàÿ ñèñòåìà H = (Q,C) óäîâëåòâîðÿåò óñëî-
âèÿì:
- Q � êâàíòîâûé àëãîðèòì, ðåøàþùèé çàäà÷ó L ∈ BQP ñ ïðåèìó-

ùåñòâîì ε(n);
- C � êëàññè÷åñêèé ïðîòîêîë, (t, δ)-ñòîéêèé ïðè îòñóòñòâèè äîñòó-

ïà ê Q.
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Òîãäà ñëåäóþùèå óòâåðæäåíèÿ ýêâèâàëåíòíû:

(1) Ñóùåñòâóåò ìîäèôèêàöèÿ H∗ = (Q∗, C∗), ãäå C∗ ÿâëÿåòñÿ (t, δ)-
ñòîéêîé ïðîòèâ Q∗, è äëÿ ëþáîãî êâàíòîâîãî àòàêóþùåãî A
ñóùåñòâóåò êëàññè÷åñêèé àëãîðèòì B ñ îðàêóëüíûì äîñòóïîì
ê Q, òàêîé ÷òî:

Pr[A óñïåøíî àòàêóåò H] ≤ Pr[B óñïåøíî àòàêóåò H∗]+negl(n). (4)

(2) Çàäà÷à L îáëàäàåò ñâîéñòâîì QCD: äëÿ ëþáîãî êëàññè÷åñêîãî âå-
ðîÿòíîñòíîãî ïîëèíîìèàëüíîãî àëãîðèòìà DQ, äåëàþùåãî q(n) =
poly(n) çàïðîñîâ ê Q, âûïîëíåíî (1).

Äîêàçàòåëüñòâî. (Íåîáõîäèìîñòü): Ïðåäïîëîæèì, ÷òî H∗ ñóùåñòâó-
åò, íî L íå îáëàäàåò ñâîéñòâîì QCD. Òîãäà ñóùåñòâóåò êëàññè÷åñêèé
àëãîðèòì DQ, ðåøàþùèé L ñ âåðîÿòíîñòüþ íå ìåíåå 2

3 . Èñïîëüçóÿ DQ,
ìîæíî ïîñòðîèòü àòàêó íà C∗, ÷òî íàðóøàåò åãî (t, δ)-ñòîéêîñòü ïðè
δ(n) = negl(n). Ïîëó÷àåì ïðîòèâîðå÷èå. Ñëåäîâàòåëüíî, L îáëàäàåò ñâîé-
ñòâîì QCD.
(Äîñòàòî÷íîñòü): Ïîñòðîèì H∗ = (Q∗, C∗), ïîëîæèâ Q∗(x) = Q(x)⊕

Fk(x), ãäå Fk � quantum-secure PRF. Ïî ñâîéñòâó PRF, Q∗ íåðàçëè÷èìî
îò Q⊕U , ãäå U � èñòèííî ñëó÷àéíàÿ ôóíêöèÿ. Ïî ñâîéñòâó QCD, äàæå
èìåÿ äîñòóï ê Q, êëàññè÷åñêèé àëãîðèòì íå ìîæåò ðåøèòü L ëó÷øå,
÷åì ñëó÷àéíîå óãàäûâàíèå. Ñëåäîâàòåëüíî, âûõîäû Q∗ íåðàçëè÷èìû îò
ñëó÷àéíûõ äëÿ ëþáîãî àòàêóþùåãî.
Äëÿ ëþáîãî êâàíòîâîãî àòàêóþùåãî A ïîñòðîèì êëàññè÷åñêèé ñèìó-

ëÿòîð B, ýìóëèðóþùèé Q∗ êàê Q(x) ⊕ r, ãäå r ← {0, 1}ℓ � ñëó÷àéíàÿ
ñòðîêà. Ïî ëåììå î ñèìóëÿöèè, ðàçëè÷èå â ïîâåäåíèè A è B íåðàç-
ëè÷èìî. Äî äîñòèæåíèÿ ïîðîãà q(n) ñòîéêîñòü îáåñïå÷èâàåòñÿ ìàñêè-
ðîâêîé Fk; ïðè ïðåâûøåíèè � C∗ ïåðåêëþ÷àåòñÿ íà ðåçåðâíûé êëþ÷
kbackup, íåçàâèñèìûé îò Q, ÷òî ñâîäèò áåçîïàñíîñòü ê êëàññè÷åñêîé (t, δ)-
ñòîéêîñòè ïðîòîêîëà C.
Òàêèì îáðàçîì èìååò ìåñòî (4), ÷òî äîêàçûâàåò ýêâèâàëåíòíîñòü óòâåð-

æäåíèé. □

Ïðèìåð 2. Ïóñòü L � çàäà÷à íàõîæäåíèÿ íåòðèâèàëüíîãî õàðàêòåðà
íåàáåëåâîé ãðóïïû (êâàíòîâî ðåøàåìàÿ, íàïðèìåð, àëãîðèòìîì Øîðà)
[1-2]. Ïóñòü C � êðèïòîãðàôè÷åñêàÿ ñõåìà, îñíîâàííàÿ íà ñëîæíîñòè
çàäà÷è ñêðûòîé ïîäãðóïïû. Òîãäà, åñëè L îáëàäàåò ñâîéñòâîì QCD, ãè-
áðèäíàÿ ñèñòåìà H∗ ìîæåò èñïîëüçîâàòü ¾çàøóìë¼ííóþ¿ âåðñèþ êâàí-
òîâîãî îðàêóëà Q∗, ÷òîáû ïðåäîòâðàòèòü ýôôåêòèâíûå àòàêè, îñíîâàí-
íûå íà àíàëèçå âûõîäîâ Q.



152 Ñ.Á. Êóçíåöîâ

5 Çàêëþ÷åíèå

Ðàçâèòèå êâàíòîâûõ êîìïüþòåðîâ äåëàåò àêòóàëüíîé çàäà÷ó çàùèòû
ãèáðèäíûõ êðèïòîñèñòåì. Â ðàáîòå ïîêàçàíî, ÷òî ñâîéñòâî QCD � íåâîç-
ìîæíîñòü ýôôåêòèâíîãî èñïîëüçîâàíèÿ êâàíòîâûõ îðàêóëîâ êëàññè÷å-
ñêèìè àëãîðèòìàìè � ÿâëÿåòñÿ êëþ÷åâûì äëÿ ïîñòðîåíèÿ óñòîé÷èâûõ
ïðîòîêîëîâ.
Ïðåäëîæåíà ìîäèôèöèðîâàííàÿ ñèñòåìà H∗ = (Q∗, C∗), îñíîâàííàÿ

íà òð¼õ êîìïîíåíòàõ:
- quantum-secure PRF, ìàñêèðóþùèõ âûõîäû êâàíòîâîãî îðàêóëà;
- ìåõàíèçìå àâòîìàòè÷åñêîãî ïåðåêëþ÷åíèÿ íà ðåçåðâíûé êëþ÷ kbackup

ïðè àíîìàëüíîé àêòèâíîñòè;
- ñòðîãîé ñâÿçè ìåæäó QCD è êëàññè÷åñêîé ïðîâåðÿåìîñòüþ áåçîïàñ-

íîñòè.
Äîêàçàíî, ÷òî ïðè âûïîëíåíèè QCD êâàíòîâûå àòàêè ñâîäÿòñÿ ê êëàñ-

ñè÷åñêèì, ÷òî ñóùåñòâåííî óïðîùàåò àíàëèç áåçîïàñíîñòè.
Ïîäõîä ïðîòåñòèðîâàí ïðîòèâ àëãîðèòìà Øîðà è çàäà÷ äèñêðåòíî-

ãî ëîãàðèôìèðîâàíèÿ, à òàêæå àäàïòèðîâàí äëÿ ðîññèéñêèõ ñòàíäàðòîâ
(ÃÎÑÒ Ð 34.10-2021, ÃÎÑÒ Ð 34.12-2015), ÷òî îáåñïå÷èâàåò âîçìîæíîñòü
ïðàêòè÷åñêîãî âíåäðåíèÿ áåç çàìåíû ñóùåñòâóþùåé èíôðàñòðóêòóðû.
Ïåðñïåêòèâû ðàçâèòèÿ ðàáîòû âêëþ÷àþò:
- îáîáùåíèå íà ïðîèçâîëüíûå çàäà÷è èç BQP;
- àíàëèç àäàïòèâíûõ è ìíîãîïîëüçîâàòåëüñêèõ àòàê;
- ðàññìîòðåíèå øóìîâûõ ìîäåëåé;
- îñëàáëåíèå òðåáîâàíèé ê quantum-secure PRF.
Ïîëó÷åííûå ðåçóëüòàòû ïðèìåíèìû äëÿ ðàçðàáîòêè ïîñòêâàíòîâûõ

ïðîòîêîëîâ è ìîäåðíèçàöèè êðèïòîãðàôè÷åñêèõ ñòàíäàðòîâ.
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